1The SLAPD and SLURPD Administrator�s GuideUniversity of Michigan30 April 1996Release 3.3

2CopyrightCopyright ' 1992-1996 Regents of the University of Michigan. All RightsReserved.Redistribution and use in source and binary forms are permitted provided that thisnotice is preserved and that due credit is given to the University of Michigan at AnnArbor. The name of the University may not be used to endorse or promote productsderived from this software or documentation without specific prior writtenpermission. This software is provided "as is" without any express or impliedwarranty.AcknowledgmentsThe LDAP development team at the University of Michigan consists of TimHowes, Mark Smith, Gordon Good, Lance Sloan and Steve Rothwell. Our thanksalso to Bryan Beecher, Frank Richter, Eric Rosenquist, Peter Whittaker, MartijnKoster, Craig Watkins, Rocky Rakesh Patel, Alan Young, Mark Prior, EnriqueSilvestre Mora, Roland Hedberg, and numerous others.

3Table of Contents1. INTRODUCTION TO SLAPD AND SLURPD. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61.1 WHAT IS A DIRECTORY SERVICE?...........................................................................................61.2 WHAT IS LDAP?..................................................................................................................61.3 HOW DOES LDAP WORK?.....................................................................................................81.4 WHAT IS SLAPD AND WHAT CAN IT DO?...................................................................................81.5 WHAT ABOUT X.500?...........................................................................................................91.6 WHAT IS SLURPD AND WHAT CAN IT DO?.................................................................................92. A QUICK-START GUIDE TO RUNNING SLAPD. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 3. THE BIG PICTURE - CONFIGURATION CHOICES. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 3.1 LDAP AS A LOCAL SERVICE ONLY.......................................................................................123.2 LOCAL SERVICE WITH X.500 REFERRALS..............................................................................123.3 LDAP AS A FRONT END TO X.500.........................................................................................133.4 REPLICATED SLAPD SERVICE..............................................................................................134. BUILDING AND INSTALLING SLAPD & SLURPD. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 4 4.1 PRE-BUILD CONFIGURATION...............................................................................................144.1.1 Editing the Make-common file.......................................................................................144.1.2 Editing the include/ldapconfig.h file................................................................................164.2 MAKING THE SOFTWARE....................................................................................................174.3 INSTALLING THE SOFTWARE...............................................................................................175. THE SLAPD CONFIGURATION FILE. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 9 5.1 CONFIGURATION FILE FORMAT...........................................................................................195.2 CONFIGURATION FILE OPTIONS...........................................................................................195.2.1 Global Options...........................................................................................................205.2.2 General Backend Options..............................................................................................225.2.3 LDBM Backend-Specific Options...................................................................................245.2.4 Shell Backend-Specific Options......................................................................................255.2.5 Password Backend-Specific Options................................................................................265.3 ACCESS CONTROL.............................................................................................................265.3.1 What to control access to..............................................................................................265.3.2 Who to grant access to.................................................................................................275.3.3 The access to grant......................................................................................................285.3.4 Access Control Evaluation............................................................................................285.3.5 Access Control Examples.............................................................................................285.4 SCHEMA ENFORCEMENT....................................................................................................295.5 CONFIGURATION FILE EXAMPLE.........................................................................................306. RUNNING S L A P D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 3 6.1 COMMAND-LINE OPTIONS..................................................................................................336.2 RUNNING SLAPD AS A STAND-ALONE DAEMON......................................................................346.3 RUNNING SLAPD FROM INETD.............................................................................................347. MONITORING SLAPD. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 5 8. DATABASE CREATION AND MAINTENANCE TOOLS. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 7 8.1 CREATING A DATABASE OVER LDAP....................................................................................378.2 CREATING A DATABASE OFF-LINE........................................................................................388.2.1 The ldif2ldbm program.................................................................................................398.2.2 The ldif2index program.................................................................................................408.2.3 The ldif2id2entry program.............................................................................................418.2.4 The ldif2id2children program.........................................................................................41

48.2.5 The ldbmcat program...................................................................................................418.2.6 The ldif program.........................................................................................................418.3 THE LDIF TEXT ENTRY FORMAT..........................................................................................428.4 CONVERTING FROM QUIPU EDB FORMAT TO LDIF FORMAT..................................................438.4.1 The edb2ldif program...................................................................................................438.4.2 Step-by-step EDB to LDIF conversion............................................................................448.5 THE LDBMTEST PROGRAM..................................................................................................458.6 THE LDBM DATABASE FORMAT..........................................................................................468.6.1 Overview...................................................................................................................468.6.2 Attribute index format..................................................................................................478.6.3 Other indexes..............................................................................................................479. PERFORMANCE TUNING. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 8 9.1 THE ALLIDS THRESHOLD....................................................................................................489.2 THE ENTRY CACHE............................................................................................................489.3 THE DB CACHE.................................................................................................................489.4 MAINTAIN THE RIGHT INDICES............................................................................................4910. DISTRIBUTING SLAPD DATA. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0 11. REPLICATION WITH SLURPD. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1 11.1 OVERVIEW.....................................................................................................................5111.2 REPLICATION LOGS.........................................................................................................5111.3 COMMAND-LINE OPTIONS................................................................................................5211.4 CONFIGURING SLURPD AND A SLAVE SLAPD INSTANCE..........................................................5311.4.1 Set up the master slapd...............................................................................................5311.4.2 Set up the slave slapd.................................................................................................5411.4.3 Shut down the master slapd.........................................................................................5411.4.4 Copy the master slapd�s database to the slave..................................................................5411.4.5 Configure the master slapd for replication.......................................................................5411.4.6 Restart the master slapd and start the slave slapd..............................................................5511.4.7 Start slurpd...............................................................................................................5511.5 ADVANCED SLURPD OPERATION........................................................................................5511.5.1 Replication errors......................................................................................................5511.5.2 Slurpd�s one-shot mode and reject files...........................................................................5611.6 REPLICATION FROM A SLAPD DIRECTORY SERVER TO AN X.500 DSA......................................5612. APPENDIX A: WRITING A SLAPD BACKEND. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 8 12.1 THE SLAPD BACKEND API.................................................................................................5912.1.1 Bind........................................................................................................................5912.1.2 Unbind....................................................................................................................6012.1.3 Compare..................................................................................................................6012.1.4 Search.....................................................................................................................6112.1.5 Modify....................................................................................................................6312.1.6 Modify RDN............................................................................................................6412.1.7 Add.........................................................................................................................6512.1.8 Delete......................................................................................................................6512.1.9 Abandon..................................................................................................................6612.1.10 Initialization...........................................................................................................6612.1.11 Configuration..........................................................................................................6612.1.12 Close.....................................................................................................................6712.2 UTILITY ROUTINES YOUR BACKEND MAY WANT TO CALL.....................................................6712.2.1 Sending Search Entries...............................................................................................6712.2.2 Sending a Result.......................................................................................................6812.2.3 Testing a Filter Against an Entry..................................................................................6812.2.4 Creating an Entry......................................................................................................6813. APPENDIX B: WRITING A SHELL BACKEND. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

513.1 OVERVIEW.....................................................................................................................7013.2 INPUT FORMAT...............................................................................................................7013.2.1 Bind........................................................................................................................7013.2.2 Unbind....................................................................................................................7113.2.3 Search.....................................................................................................................7113.2.4 Compare..................................................................................................................7113.2.5 Modify....................................................................................................................7213.2.6 Modify RDN............................................................................................................7213.2.7 Add.........................................................................................................................7213.2.8 Delete......................................................................................................................7213.2.9 Abandon..................................................................................................................7313.3 OUTPUT FORMAT............................................................................................................7313.3.1 Search Entry.............................................................................................................7313.3.2 Result.....................................................................................................................7313.3.3 Debugging...............................................................................................................7313.4 EXIT STATUS..................................................................................................................7313.5 EXAMPLE.......................................................................................................................7413.5.1 Configuration file......................................................................................................7413.5.2 Search command shell script........................................................................................7414. APPENDIX C: DISTRIBUTED INDEXING WITH CENTIPEDE. . . . . . . . . . . . . . . . . . . . . . 7 6 14.1 AN EXAMPLE..................................................................................................................7714.2 LIMITATIONS..................................................................................................................7815. APPENDIX D: USING KERBEROS AUTHENTICATION WITH SLAPD ANDSLURPD.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 9 15.1 BUILD THE U-M LDAP PACKAGE WITH KERBEROS SUPPORT ENABLED...................................7915.2 USING KERBEROS WITH SLAPD..........................................................................................7915.2.1 Obtain a srvtab File for Your slapd Server......................................................................7915.2.2 Install the srvtab File and Tell slapd Where It Is..............................................................8015.2.3 Add Kerberos Names to Entries to Enable Authentication..................................................8015.2.4 Associate a Kerberos Name with the �rootdn� (optional)....................................................8115.3 USING KERBEROS WITH SLURPD........................................................................................8115.3.1 Obtain a srvtab File for Your slurpd Server.....................................................................8115.3.2 Configure the slapd Slaves to Accept Kerberos Authentication..........................................8115.3.3 Configure slurpd to Use Kerberos When Connecting to the Slaves......................................82

61. Introduction to slapd and slurpdThis document describes how to build, configure, and run the stand-alone LDAPdaemon (slapd) and the stand-alone LDAP update replication daemon (slurpd). It isintended for newcomers and experienced administrators alike. This section providesa basic introduction to directory service, and the directory service provided by slapdin particular.1.1 What is a directory service?A directory is like a database, but tends to contain more descriptive, attribute-basedinformation. The information in a directory is generally read much more often thanit is written. As a consequence, directories don’t usually implement the complicatedtransaction or roll-back schemes regular databases use for doing high-volumecomplex updates. Directory updates are typically simple all-or-nothing changes, ifthey are allowed at all. Directories are tuned to give quick-response to high-volumelookup or search operations. They may have the ability to replicate informationwidely in order to increase availability and reliability, while reducing response time.When directory information is replicated, temporary inconsistencies between thereplicas may be OK, as long as they get in sync eventually.There are many different ways to provide a directory service. Different methodsallow different kinds of information to be stored in the directory, place differentrequirements on how that information can be referenced, queried and updated, howit is protected from unauthorized access, etc. Some directory services are local,providing service to a restricted context (e.g., the finger service on a singlemachine). Other services are global, providing service to a much broader context(e.g., the entire Internet). Global services are usually distributed, meaning that thedata they contain is spread across many machines, all of which cooperate to providethe directory service. Typically a global service defines a uniform namespace whichgives the same view of the data no matter where you are in relation to the data itself.1.2 What is LDAP?Slapd’s model for directory service is based on a global directory model calledLDAP, which stands for the Lightweight Directory Access Protocol. LDAP is adirectory service protocol that runs over TCP/IP. The nitty-gritty details of LDAPare defined in RFC 1777 "The Lightweight Directory Access Protocol." Thissection gives an overview of LDAP from a user’s perspective.What kind of information can be stored in the directory? The LDAP directoryservice model is based on entries. An entry is a collection of attributes that has aname, called a distinguished name (DN). The DN is used to refer to the entryunambiguously. Each of the entry’s attributes has a type and one or more values.The types are typically mnemonic strings, like "cn" for common name, or "mail"for email address. The values depend on what type of attribute it is. For example, amail attribute might contain the value "babs@umich.edu". AjpegPhotoattribute would contain a photograph in binary JPEG/JFIF format.How is the information arranged? In LDAP, directory entries are arranged in ahierarchical tree-like structure that reflects political, geographic and/or

7organizational boundaries. Entries representing countries appear at the top of thetree. Below them are entries representing states or national organizations. Belowthem might be entries representing people, organizational units, printers,documents, or just about anything else you can think of. Figure 1 shows anexample LDAP directory tree, which should help make things clear.c=USo=Acme, Inc.mail: info@acme.comfax: 313 123-4567cn=Barbara J Jensencn: Babs Jensencn: Barbara Jensenmail: babs@umich.edu...c=GBo=U of M

Figure 1: An example LDAP directory tree.In addition, LDAP allows you to control which attributes are required and allowedin an entry through the use of a special attribute called objectclass. The valuesof the objectclass attribute determine the schema rules the entry must obey.How is the information referenced? An entry is referenced by its distinguishedname, which is constructed by taking the name of the entry itself (called the relativedistinguished name, or RDN) and concatenating the names of its ancestor entries.For example, the entry for Barbara Jensen in the example above has an RDN of"cn=Barbara J Jensen" and a DN of "cn=Barbara J Jensen, o=Uof M, c=US". The full DN format is described in RFC 1779, "A StringRepresentation of Distinguished Names."How is the information accessed? LDAP defines operations for interrogating andupdating the directory. Operations are provided for adding and deleting an entryfrom the directory, changing an existing entry, and changing the name of an entry.Most of the time, though, LDAP is used to search for information in the directory.The LDAP search operation allows some portion of the directory to be searched forentries that match some criteria specified by a search filter. Information can berequested from each entry that matches the criteria.For example, you might want to search the entire directory subtree below theUniversity of Michigan for people with the name Barbara Jensen, retrieving theemail address of each entry found. LDAP lets you do this easily. Or you mightwant to search the entries directly below the c=US entry for organizations with thestring "Acme" in their name, and that have a fax number. LDAP lets you do thistoo. The next section describes in more detail what you can do with LDAP and howit might be useful to you.How is the information protected from unauthorized access? Some directoryservices provide no protection, allowing anyone to see the information. LDAPprovides a method for a client to authenticate, or prove its identity to a directory

8server, paving the way for rich access control to protect the information the servercontains.1.3 How does LDAP work?LDAP directory service is based on a client-server model. One or more LDAPservers contain the data making up the LDAP directory tree. An LDAP clientconnects to an LDAP server and asks it a question. The server responds with theanswer, or with a pointer to where the client can get more information (typically,another LDAP server). No matter which LDAP server a client connects to, it seesthe same view of the directory; a name presented to one LDAP server references thesame entry it would at another LDAP server. This is an important feature of a globaldirectory service, like LDAP.1.4 What is slapd and what can it do?Slapd is an LDAP directory server that runs on many different UNIX platforms.You can use it to provide a directory service of your very own. Your directory cancontain pretty much anything you want to put in it. You can connect it to the globalLDAP directory service, or run a service all by yourself. Some of slapd’s moreinteresting features and capabilities include:Choice of databases: Slapd comes with three different backend databases youcan choose from. They are LDBM, a high-performance disk-based database;SHELL, a database interface to arbitrary UNIX commands or shell scripts; andPASSWD, a simple password file database.Multiple database instances: Slapd can be configured to serve multipledatabases at the same time. This means that a single slapd server can respond torequests for many logically different portions of the LDAP tree, using the same ordifferent backend databases.Generic database API: If you require even more customization, slapd lets youwrite your own backend database easily. Slapd consists of two distinct parts: afront end that handles protocol communication with LDAP clients; and a backendthat handles database operations. Because these two pieces communicate via a well-defined C API, you can write your own customized database backend to slapd.Access control: Slapd provides a rich and powerful access control facility,allowing you to control access to the information in your database(s). You cancontrol access to entries based on LDAP authentication information, IP address,domain name and other criteria.Threads: Slapd is threaded for high performance. Asingle multi-threaded slapdprocess handles all incoming requests, reducing the amount of system overheadrequired. Slapd will automatically select the best thread support for your platform.Replication: Slapd can be configured to maintain replica copies of its database.This master/slave replication scheme is vital in high-volume environments where asingle slapd just doesn’t provide the necessary availability or reliability.

9Configuration: Slapd is highly configurable through a single configuration filewhich allows you to change just about everything you’d ever want to change.Configuration options have reasonable defaults, making your job much easier.Slapd also has its limitations, of course. It does not currently handle aliases, whichare part of the LDAP model. The main LDBM database backend does not handlerange queries or negation queries very well. These features and more will becoming in a future release.1.5 What about X.500?LDAP was originally developed as a front end to X.500, the OSI directory service.X.500 defines the Directory Access Protocol (DAP) for clients to use whencontacting directory servers. DAP is a heavyweight protocol that runs over a fullOSI stack and requires a significant amount of computing resources to run. LDAPruns directly over TCP and provides most of the functionality of DAP at a muchlower cost.This use of LDAP makes it easy to access the X.500 directory, but still requires afull X.500 service to make data available to the many LDAP clients beingdeveloped. As with full X.500 DAP clients, a full X.500 server is no small piece ofsoftware to run.The stand-alone LDAP daemon, or slapd, is meant to remove much of the burdenfrom the server side just as LDAP itself removed much of the burden from clients.If you are already running an X.500 service and you want to continue to do so, youcan probably stop reading this guide, which is all about running LDAP via slapd,without running X.500. If you are not running X.500, want to stop runningX.500, or have no immediate plans to run X.500, read on.It is possible to replicate data from a slapd directory server to an X.500 DSA,which allows your organization to make your data available as part of the globalX.500 directory service on a "read-only" basis. This is discussed in section 11.6.Another way to make data in a slapd server available to the X.500 communitywould be by using a X.500 DAP to LDAP gateway. At this time, no such softwarehas been written (to the best of our knowledge), but hopefully some group will seefit towrite such a gateway.1.6 What is slurpd and what can it do?Slurpd is a UNIX daemon that helps slapd provide replicated service. It isresponsible for distributing changes made to the master slapd database out to thevarious slapd replicas. It frees slapd from having to worry that some replicas mightbe down or unreachable when a change comes through; slurpd handles retryingfailed requests automatically. Slapd and slurpd communicate through a simple textfile that is used to log changes.

102. A Quick-Start Guide to Running slapdThis section provides a quick step-by-step guide to building, installing and runningslapd. It is intended to provide users with a simple and quick way to get startedonly. If you intend to run slapd seriously, you should read the rest of this guide.1.Get the software. Slapd is part of the LDAP distribution, which you canretrieve using this URL:ftp://terminator.rs.itd.umich.edu/ldap/ldap.tar.ZIf you are reading this guide, you have probably already done this.2.Untar the distribution. Pick a place for the LDAP source to live, cdthere, and untar it. For example:cd /usr/local/srczcat ldap.tar.Z | tar xvf -3.Configure the software. You will have to edit two files to configurethings for your site.vi Make-commonvi include/ldapconfig.h.editRead the comments in Make-common and configure things appropriately.If you have the Berkeley DB package installed, or the GDBM package, youshould set the LDBMBACKEND variable accordingly. Otherwise, the defaultsshould be OK to get you started.In the include/ldapconfig.h.edit file, be sure to set theDEFAULT_BASE and LDAPHOST variables to something appropriate foryour site. Other than that, the defaults should work OK.4.Make the software. From the top level LDAP source directory, type:makeExamine the output of this command carefully to ensure everything is madeproperly. If this command fails, seek help.5.Install the software. From the top level LDAP source directory, type:sumake installExamine the output of this command carefully to ensure everything isinstalled properly.6.Make a configuration file. Create a file called myslapd.conf andenter the following lines into it. See Section 5 for more details on this file.referralldap://ldap.itd.umich.edudatabaseldbmsuffix"o=<YOUR ORGANIZATION>, c=US"rootdn"cn=<YOUR NAME>, o=<YOUR ORGANIZATION>, c=USrootpwsecretBe sure to replace �<YOUR ORGANIZATION>� with the name of yourorganization and "<YOUR NAME>" with your name. If you are not in theUS, replace �US� with your two-letter country code. The rootdn and

11rootpw lines are only required if later you want to easily add or modifyentries via LDAP.7.Create a database. This is a two-step process. Step Ais to create a file(we�ll call it myldif) containing the entries you want your database tocontain. Use the following example as a guide, or see Section 7.3 for moredetails.dn: o=<YOUR ORGANIZATION>, c=USo: <YOUR ORGANIZATION>objectclass: organizationdn: cn=<YOUR NAME>, o=<YOUR ORGANIZATION>, c=UScn: <YOUR NAME>sn: <YOUR LAST NAME>mail: <YOUR EMAIL ADDRESS>objectclass: personYou can include additional entries and attributes in this file if you want, oradd them later via LDAP.Step B is to run this file through a tool to create the slapd database.$(ETCDIR)/ldif2ldbm -f myslapd.conf -i myldifWhere myslapd.conf is the configuration file you made in step 6, andmyldif is the file you made in step 7A above. By default, the databasefiles will be created in /usr/tmp. You may specify an alternate directoryvia the directory option in the slapd.conf file.8.Start slapd. Because slapd listens on a privileged TCP port number, youwill need to be root to do this.su$(ETCDIR)/slapd -f myslapd.conf9.See if it works. You can use any LDAP client to do this, but our exampleuses the ldapsearch tool.ldapsearch -h 127.0.0.1 ’objectclass=*’This command will search for and retrieve every entry in the database. Notethe use of single quotes around the filter, which prevents the �*� from beinginterpreted by the shell.You are now ready to add more entries (e.g., using ldapadd(3) or another LDAPclient), experiment with various configuration options, backend arrangements, etc.Note that by default, the slapd database grants READ access to everybody. So ifyou want to add or modify entries over LDAP, you will have to bind as therootdn specified in the config file (see Section 5.2.2), or change the defaultaccess control (see Section 5.3).The following sections provide more detailed information on making, installing,and running slapd.

123. The Big Picture - Configuration ChoicesThis section gives a brief overview of various LDAP directory configurations, andhow your LDAP server (either slapd or ldapd) fits in with the rest of the world.3.1 LDAP as a local service onlyIn this configuration, you run a slapd which provides directory service for yourlocal domain only. It does not interact with other directory servers in any way. Thisconfiguration is shown in Figure 2.LDAPclientslapd

LDAPFigure 2: Local service via slapd configuration.Use this configuration if you are just starting out (it’s the one the quick-start guidemakes for you) or if you want to provide a local service and are not interested inconnecting to the rest of the world. It�s easy to upgrade to another configurationlater if you want.3.2 Local service with X.500 referralsIn this configuration, you run a slapd which provides directory service for yourlocal domain and an ldapd which provides access to the X.500 world (you don�thave to run the ldapd yourself — you can just point to somebody else who does anddoesn’t mind you pointing to their service). This configuration is shown inFigure˚3.LDAPclientslapdldapd

LDAPLDAPX.500server

DAPreferralFigure 3: Local service via slapd + X.500 referrals configurationUse this configuration if you want to provide local service but still want to beconnected to the rest of the X.500 world. Remember, you don�t necessarily have tobe running the ldapd in this picture; you just need to find one you can point to.

133.3 LDAP as a front end to X.500In this configuration, you run an X.500 service which provides directory servicefor your local domain and gatewaying service to the rest of the X.500 world. LDAPclients gain access to the directory through an ldapd which runs at your site. Thisconfiguration is shown in Figure˚4.ldapdX.500 serverLDAPclient

LDAP

DAPFigure 4: Local service via X.500 and ldapd configurationUse this configuration if you are already running an X.500 service. Slapd is notinvolved in this configuration, so you can probably stop reading this guide.3.4 Replicated slapd serviceThe slurpd daemon is used to propagate changes from a master slapd to one ormore slave slapds. An example master-slave configuration is shown in figure 5.LDAPclient

masterslapdslaveslapdslaveslapd

LDAPLDAPLDAPslurpd

ReplicationLog

Figure 5: Master slapd with two slaves replicated with slurpdThis configuration can be used in conjunction with the first two configurations insituations where a single slapd does not provide the required reliability oravailability.

144. Building and Installing slapd & slurpdBuilding and installing slapd requires three simple steps: configuring; making; andinstalling. The following sections describe each step in detail. If you are readingthis guide, chances are you have already obtained the software, but just in case,here�s where you can get the latest version of the U-M LDAP package, whichincludes all of the software discussed in this guide:ftp://terminator.rs.itd.umich.edu/ldap/ldap.tar.ZThere is also an LDAP homepage accessible from the World Wide Web. This pagecontains the latest LDAP news, release announcements, and pointers to otherresources. You can access it at:http://www.umich.edu/~rsug/ldap/4.1 Pre-Build ConfigurationBefore building slapd, be sure to take a look at the README file in the top leveldirectory in the distribution so that you are familiar with the general configurationand make process.Briefly, you should edit the include/ldapconfig.h.edit and Make-common files to contain the site-specific configuration your site requires beforemaking. The next sections discuss these steps in more detail.4.1.1 Editing the Make-common fileAll of the general Make-common configuration variables (e.g., ETCDIR,BINDIR, etc.) apply to both slapd and slurpd. There are additional Make-commonconfiguration variables that also affect how slapd and slurpd are built. They are:MAKE_SLAPDThis option controls whether slapd and slurpd get built at all. You shouldset it to yes, like this:MAKE_SLAPD = yesSLAPD_BACKENDSThis option controls which slapd backend databases get built. You shouldset it to one or more of the following:-DLDAP_LDBMThis is the main backend. It is a high-performancedisk-based database suitable for handling up to amillion entries or so. See the LDBMBACKEND andLDBMLIB options below.-DLDAP_PASSWDThis is a simple search-only backend that can bepointed at an /etc/passwd file. It is intendedmore as an example than as a real backend.

15-DLDAP_SHELLThis backend allows the execution of arbitrarysystem administrator-defined commands in responseto LDAP queries. The commands to execute aredefined in the configuration file. See Appendix B formore information on writing shell backendprograms.Example to enable the LDBM and SHELL backends only:SLAPD_BACKENDS= -DLDAP_LDBM -DLDAP_SHELLThe default is to build all three backends. Note that building a backend onlymeans that it can be enabled through the configuration file, not that it willautomatically be enabled.LDBMBACKENDThis option should only be defined if you have enabled the LDBM backendas described above. The LDBM backend relies on a low-level hash or B-treepackage for its underlying database. This option selects which package itwill use. The currently supported options in order of preference are:-DLDBM_USE_DBBTREEThis option enables the Berkeley DB package btreedatabase as the LDBM backend. You can get thispackage fromftp://ftp.cs.berkeley.edu/ucb/4bsd/db.tar.Z-DLDBM_USE_DBHASHThis option enables the Berkeley DB package hashdatabase as the LDBM backend. You can get thispackage fromftp://ftp.cs.berkeley.edu/ucb/4bsd/db.tar.Z-DLDBM_USE_GDBMThis option enables GNU dbm as the LDBMbackend. You can get this package fromftp://prep.ai.mit.edu/pub/gnu/gdbm-1.7.3.tar.gz-DLDBM_USE_NDBMThis option enables the standard UNIX ndbm(3)package as the LDBM backend. This package shouldcome standard on your UNIX system. man ndbmfor details.Example to enable the Berkeley DB Btree backend:LDBMBACKEND= -DLDBM_USE_DBBTREEThe default is -DLDBM_USE_NDBM, since it is the only one available on allUNIX systems. NDBM has some serious limitations, though (not thread-safe, severe size limits), and you are strongly encouraged to use one of theother packages if you can.NOTES TO SOLARIS USERS: If you are running under Solaris 2.xand linking in an external database package (e.g., db or gdbm) it is veryimportant that you compile the package with the -D_REENTRANT flag. Ifyou do not, bad things will happen.

16If you are using version 1.85 or earlier of the Berkeley db package, you willneed to apply the patch found in build/db.1.85.patch to the dbsource before compiling it. You can do this with a command like this fromthe db source area:patch -p < ldap-source-directory/build/db.1.85.patchLDBMLIBThis option should only be defined if you have enabled the LDBM backendas described above, and the necessary library for the LDBMBACKEND optionyou chose above is not part of the standard C library (i.e., anything otherthan NDBM). This option specifies the library to link containing thepackage you selected, and optionally, its location.Example to link with libdb.a, contained in /usr/local/lib:LDBMLIB= -L/usr/local/lib -ldbTHREADSThis option is normally set automatically in the Make-platform file,based on the platform on which you are building. You do not normally needto set it. If you want to use a non-default threads package, you can specifythe appropriate -Ddefine to enable it here.THREADSLIBThis option is normally set automatically in the Make-platform file, based onthe platform on which you are building. You do not normally need to set it.If you have set THREADS to a non-default threads package as describedabove, you can specify the appropriate -Ldirectory flag and-llibname flag needed to link the package here.PHONETICThis option controls the phonetic algorithm used by slapd when doingapproximate searches. The default is to use the metaphone algorithm. Youcan have slapd use the soundex algorithm by setting this variable to-DSOUNDEX.4.1.2 Editing the include/ldapconfig.h fileIn addition to setting the LDAPHOST and DEFAULT_BASE defines near the top ofthis file, there are some slapd-specific defines near the bottom of the file you maywant to change. The defaults should be just fine, unless you have special needs.SLAPD_DEFAULT_CONFIGFILEThis define sets the location of the default slapd configuration file.Normally, it is set to $(ETCDIR)/slapd.conf, where ETCDIR comesfrom Make-common.

17SLAPD_DEFAULT_SIZELIMITThis define sets the default size limit on the number of entries returned froma search. This option is configurable via the tailor file, but if you want tochange the default, do it here.SLAPD_DEFAULT_TIMELIMITThis define sets the default time limit for a search. This option isconfigurable via the tailor file, but if you want to change the default, do ithere.SLAPD_PIDFILEThis define sets the location of the file to which slapd will write its processID when it starts up.SLAPD_ARGSFILEThis define sets the location of the file to which slapd will write its argumentvector when it starts up.SLAPD_MONITOR_DNThis define sets the distinguished name used to retrieve monitoringinformation from slapd. See section 7 for more details.SLAPD_LDBM_MIN_MAXIDSThis define is only relevant to the LDBM backend. It sets the minimumnumber of entry IDs that an index entry will contain before it becomes anallIDs entry. See Section 9.1 for more details.4.2 Making the SoftwareOnce you have edited the include/ldapconfig.h.edit file and the Make-common file (see the top level README file in the distribution), you are ready tomake the software. From the top level LDAP source directory, typemakeYou should examine the output of this command carefully to make sure everythingis built correctly. Note that this command builds the LDAP libraries and associatedclients as well as slapd and slurpd.Note that the LDAP distribution can support making for multiple platforms from asingle source tree. If you want to do this, consult the INSTALL file in the top leveldistribution directory.4.3 Installing the SoftwareOnce the software has been properly configured and successfully made, you areready to install it. You will need to have write permission to the installationdirectories you specified in the Make-common file. Typically, the installation isdone as root. From the top level LDAP source directory, type

18make installYou should examine the output of this command carefully to make sure everythingis installed correctly. Slapd, slurpd, and their configuration files, slapd.conf,slapd.at.conf, and slapd.oc.conf will be installed in the ETCDIRdirectory you specified in the Make-common file.This command will install the entire LDAP distribution. If you only want to installslapd and slurpd, you could do something like this:(cd servers/slapd; make install)(cd servers/slurpd; make install)NOTE: The installation process installs configuration files as well as binaries.Existing configuration files are first moved to a name with a dash ’-’ appended,e.g., slapd.conf is moved to slapd.conf-. If you install things twice,however, you can lose your existing configuration files.

195. The slapd Configuration FileOnce the software has been built and installed, you are ready to configure it for useat your site. All slapd runtime configuration is accomplished through theslapd.conf file, installed in the ETCDIR directory you specified in the Make-common file. An alternate configuration file can be specified via a command-lineoption to slapd or slurpd (see Sections˚5 and 8, respectively). This sectiondescribes the general format of the config file, followed by a detailed description ofeach config file option.5.1 Configuration File FormatThe slapd.conf file consists of a series of global configuration options thatapply to slapd as a whole (including all backends), followed by zero or moredatabase backend definitions that contain information specific to a backend instance.Global options can be overridden in a backend (for options that appear more thanonce, the last appearance in the slapd.conf file is used). Blank lines andcomment lines beginning with a �#� character are ignored. If a line begins withwhite space, it is considered a continuation of the previous line. The general formatof slapd.conf is as follows:# comment - these options apply to every database<global config options># first database definition & config optionsdatabase<backend 1 type><config options specific to backend 1># second database definition & config optionsdatabase<backend 2 type><config options specific to backend 2># subsequent database definitions & config options...Configuration line arguments are separated by white space. If an argument containswhite space, the argument should be enclosed in double quotes �like this�. If anargument contains a double quote or a backslash character �\�, the character shouldbe preceded by a backslash character �\�.The distribution contains an example configuration file that will be installed in theETCDIR directory. Also provided are slapd.at.conf, which contains manycommonly used attribute definitions, and slapd.oc.conf, which contains manycommonly used object class definitions. These files can be included from theslapd configuration file (see below).5.2 Configuration File OptionsThis section separates the configuration file options into global and backend-specific categories, describing each option and its default value (if any), and givingan example of its use.

205.2.1 Global OptionsOptions described in this section apply to all backends, unless specificallyoverridden in a backend definition. Option arguments that should be replaced byactual text are shown in brackets <>.accessto <what> [ by <who> <accesslevel> ]+This option grants access (specified by <accesslevel>) to a set of entriesand/or attributes (specified by <what>) by one or more requesters (specifiedby <who>). See Section 5.3 on access control for more details andexamples.attribute<name> [<name2>] { bin | ces | cis | tel | dn }This option associates a syntax with an attribute name. By default, anattribute is assumed to have syntax cis. An optional alternate name can begiven for an attribute. The possible syntaxes and their meanings arebinbinarycescase exact string (case must match during comparisons)ciscase ignore string (case is ignored during comparisons)teltelephone number string (like cis but blanks and dashes �-�are ignored during comparisons)dndistinguished namedefaultaccess{ none | compare | search | read | write }This option specifies the default access to grant requesters not matched byany other access line (see Section 5.3). Note that an access level implies alllesser access levels (e.g., write access implies read, search andcompare).Default:defaultaccessreadinclude<filename>This option specifies that slapd should read additional configurationinformation from the given file before continuing with the next line of thecurrent file. The included file should follow the normal slapd config fileformat.Note: You should be careful when using this option — there is no small limiton the number of nested include options, and no loop detection is done.loglevel<integer>This option specifies the level at which debugging statements and operationstatistics should be syslogged (currently logged to the syslogd(8)LOG_LOCAL4 facility). You must have compiled slapd with-DLDAP_DEBUG for this to work (except for the two stats levels, which arealways enabled). Log levels are additive. To display what numberscorrespond to what kind of debugging, invoke slapd with the -? flag orconsult the table below. The possible values for <integer> are:

211trace function calls2debug packet handling4heavy trace debugging8connection management16print out packets sent and received32search filter processing64configuration file processing128access control list processing256stats log connections/operations/results512stats log entries sent1024print communication with shell backends2048print entry parsing debuggingExample:loglevel255This will cause lots and lots of debugging information to be syslogged.Default:loglevel256objectclass<name>[ requires <attrs> ][ allows <attrs> ]This option defines the schema rules for the given object class. Used inconjunction with the schemacheck option. See Section 5.4 for moredetails.referral<url>This option specifies the referral to pass back when slapd cannot find a localdatabase to handle a request.Example:referralldap://ldap.itd.umich.eduThis will refer non-local queries to the LDAP server at the University ofMichigan. Smart LDAP clients can re-ask their query at that server, but notethat most of these clients are only going to know how to handle simpleLDAP URLs that contain a host part and optionally a distinguished namepart.schemacheck{ on | off }This option turns schema checking on or off. If schema checking is on,entries added or modified will be checked to ensure they obey the schemarules implied by their object class(es) as defined by the correspondingobjectclass option(s). If schema checking is off this check is not done.Default:schemacheckoff

22sizelimit<integer>This option specifies the maximum number of entries to return from asearch operation.Default:sizelimit500srvtab<filename>This option specifies the srvtab file in which slapd can find the kerberoskeys necessary for authenticating clients using kerberos. This option is onlymeaningful if you are using kerberos authentication, which must be enabledat compile time by including the appropriate definitions in the Make-common file.Default:srvtab/etc/srvtabtimelimit<integer>This option specifies the maximum number of seconds (in real time) slapdwill spend answering a search request. If a request is not finished in thistime, a result indicating an exceeded timelimit will be returned.Default:timelimit36005.2.2 General Backend OptionsOptions in this section only apply to the backend in which they are defined. Theyare supported by every type of backend.database<databasetype>This option marks the beginning of a new database instance definition.<databasetype> should be one of ldbm, shell, or passwd,depending on which backend will serve the database.Example:databaseldbmThis marks the beginning of a new LDBM backend database instancedefinition.lastmod{ on | off }This option controls whether slapd will automatically maintain themodifiersName, modifyTimestamp, creatorsName, andcreateTimestamp attributes for entries.Default:lastmodoff

23readonly{ on | off }This option puts the database into �read-only� mode. Any attempts tomodify the database will return an �unwilling to perform� error.Default:readonlyoffreplicahost=<hostname>[:<port>]"binddn=<DN>"bindmethod={ simple | kerberos }[credentials=<password>][srvtab=<filename>]This option specifies a replication site for this database. The host=parameter specifies a host and optionally a port where the slave slapdinstance can be found. Either a domain name or IP address may be used for<hostname>. If <port> is not given, the standard LDAP port number(389) is used.The binddn= parameter gives the DN to bind as for updates to the slaveslapd. It should be a DN which has read/write access to the slave slapd�sdatabase, typically given as a �rootdn� in the slave�s config file. It mustalso match the updatedn option in the slave slapd’s config file. SinceDNs are likely to contain embedded spaces, the entire "binddn=<DN>"string should be enclosed in quotes.bindmethod is either simple or kerberos, depending on whethersimple password-based authentication or kerberos authentication is to beused when connecting to the slave slapd. Simple authentication requires avalid password be given. Kerberos authentication requires a valid srvtabfile.The credentials= parameter, which is only required if using simpleauthentication, gives the password for binddn on the slave slapd.The srvtab= parameter, which is only required if using kerberos,specifies the filename which holds the kerberos key for the slave slapd. Ifomitted, /etc/srvtab is used.See Section 10 for more details on replication.replogfile <filename>This option specifies the name of the replication log file to which slapd willlog changes. The replication log is typically written by slapd and read byslurpd. Normally, this option is only used if slurpd is being used toreplicate the database. However, you can also use it to generate atransaction log, if slurpd is not running. In this case, you will need toperiodically truncate the file, since it will grow indefinitely otherwise.See Section 10 for more details on replication.rootdn<dn>This option specifies the DN of an entry that is not subject to access controlor administrative limit restrictions for operations on this database.

24Example:rootdn"cn=Manager, o=U of M, c=US"rootkrbname<kerberosname>This option specifies a kerberos name for the DN given above that willalways work, regardless of whether an entry with the given DN exists orhas a krbName attribute. This option is useful when creating a database andalso when using slurpd to provide replication service (see Section 10).Example:rootkrbnameadmin@umich.edurootpw<password>This option specifies a password for the DN given above that will alwayswork, regardless of whether an entry with the given DN exists or has apassword. This option is useful when creating a database and also whenusing slurpd to provide replication service (see Section 10).Example:rootpwsecretsuffix<dn suffix>This option specifies the DN suffix of queries that will be passed to thisbackend database. Multiple suffix lines can be given, and at least one isrequired for each database definition.Example:suffix"o=University of Michigan, c=US"Queries with a DN ending in �o=University of Michigan, c=US�will be passed to this backend.Note: when the backend to pass a query to is selected, slapd looks at thesuffix line(s) in each database definition in the order they appear in the file.Thus, if one database suffix is a prefix of another, it must appear after it inthe config file.updatedn<dn>This option is only applicable in a slave slapd. It specifies the DN allowedto make changes to the replica (typically, this is the DN slurpd binds aswhen making changes to the replica).5.2.3 LDBM Backend-Specific OptionsOptions in this category only apply to the LDBM backend database. That is, theymust follow a �database ldbm� line and come before any other �database�line.cachesize<integer>This option specifies the size in entries of the in-memory cache maintainedby the LDBM backend database instance.

25Default:cachesize1000dbcachesize<integer>This option specifies the size in bytes of the in-memory cache associatedwith each open index file. If not supported by the underlying databasemethod, this option is ignored without comment. Increasing this numberuses more memory but can cause a dramatic performance increase,especially during modifies or when building indexes.Default:dbcachesize100000directory<directory>This option specifies the directory where the LDBM files containing thedatabase and associated indexes live.Default:directory/usr/tmpindex{<attrlist> | default}[pres,eq,approx,sub,none]This option specifies the indexes to maintain for the given attribute. If onlyan <attrlist> is given, all possible indexes are maintained.Example:indexcnindexsn,uideq,sub,approxindexdefaultnoneThis example causes all indexes to be maintained for the cn attribute;equality, substring, and approximate indexes for the sn and uid attributes;and no indexes for all other attributes.mode<integer>This option specifies the file protection mode that newly created databaseindex files should have.Default:mode06005.2.4 Shell Backend-Specific Optionsbind<pathname>unbind<pathname>search<pathname>compare<pathname>modify<pathname>modrdn<pathname>add<pathname>delete<pathname>abandon<pathname>

26These options specify the pathname of the command to execute in responseto the given LDAP operation. The command given should understand andfollow the input/output conventions described in Appendix B.Example:search/usr/local/bin/search.shNote that you need only supply those commands you want the backend tohandle. Operations for which a command is not supplied will be refusedwith an �unwilling to perform� error.5.2.5 Password Backend-Specific OptionsOptions in this category only apply to the PASSWD backend database. That is, theymust follow a �database passwd� line and come before any other�database� line.file<filename>This option specifies an alternate passwd file to use.Default:file/etc/passwd5.3 Access ControlAccess to slapd entries and attributes is controlled by the access configuration filedirective. The general form of an access line is:<access directive> ::= access to <what>[ by <who> <access> ]+<what> ::= * | [ dn=<regex> ] [ filter=<ldapfilter> ][ attrs=<attrlist> ]<who> ::= * | self | dn=<regex> | addr=<regex> |domain=<regex> | dnattr=<dn attribute><access> ::= [self]none | [self]compare | [self]search| [self]read | [self]writewhere the <what> part selects the entries and/or attributes to which the accessapplies, the <who> part specifies which entities are granted access, and the<access> part specifies the access granted. Multiple <who> <access> pairsare supported, allowing many entities to be granted different access to the same setof entries and attributes.5.3.1 What to control access toThe <what> part of an access specification determines the entries and attributes towhich the access control applies. Entries can be selected in two ways: by a regularexpression matching the entry�s distinguished name:dn=<regular expression>NOTE: The DN pattern specified should be "normalized", meaning that thereshould be no extra spaces, and commas should be used to separate components. An

27example normalized DN is "cn=Babs Jensen,o=University ofMichigan,c=US". An example of a non-normalized DN is "cn =BabsJensen; o=University of Michigan, c=US".Or, entries may be selected by a filter matching some attribute(s) in the entry:filter=<ldap filter>where <ldap filter> is a string representation of an LDAP search filter, asdescribed in RFC 1588. The special entry selector �*� is used to select any entry,and is a convenient shorthand for the equivalent �dn=.*� selector.Attributes within an entry are selected by including a comma-separated list ofattribute names in the <what> selector:attrs=<attribute list>Access to the entry itself must be granted or denied using the special attribute name"entry". Note that giving access to an attribute is not enough; access to the entryitself through the "entry" attribute is also required. The complete examples at theend of this section should help clear things up.5.3.2 Who to grant access toThe <who> part identifies the entity or entities being granted access. Note thataccess is granted to �entities� not �entries.� Entities can be specified by the special�*� identifier, matching any entry, the keyword �self� matching the entryprotected by the access, or by a regular expression matching an entry�sdistinguished name:dn=<regular expression>NOTE: The DN pattern specified should be "normalized", meaning that thereshould be no extra spaces, and commas should be used to separate components.Or entities can be specified by a regular expression matching the client�s IP addressor domain name:addr=<regular expression>domain=<regular expression>or by an entry listed in a DN-valued attribute in the entry to which the accessapplies:dnattr=<dn-valued attribute name>The dnattr specification is used to give access to an entry whose DN is listed inan attribute of the entry (e.g., give access to a group entry to whoever is listed asthe owner of the group entry).

285.3.3 The access to grantThe kind of <access> granted can be one of the following:none | compare | search | read | writeNote that each level implies all lower levels of access. So, for example, grantingsomeone write access to an entry also grants them read, search, andcompare access.5.3.4 Access Control EvaluationWhen evaluating whether some requester should be given access to an entry and/orattribute, slapd compares the entry and/or attribute to the <what> selectors given inthe configuration file. Access directives local to the current database are examinedfirst, followed by global access directives. Within this priority, access directives areexamined in the order in which they appear in the config file. Slapd stops with thefirst <what> selector that matches the entry and/or attribute. The correspondingaccess directive is the one slapd will use to evaluate access.Next, slapd compares the entity requesting access to the <who> selectors within theaccess directive selected above, in the order in which they appear. It stops with thefirst <who> selector that matches the requester. This determines the access theentity requesting access has to the entry and/or attribute.Finally, slapd compares the access granted in the selected <access> clause to theaccess requested by the client. If it allows greater or equal access, access is granted.Otherwise, access is denied.The order of evaluation of access directives makes their placement in theconfiguration file important. If one access directive is more specific than another interms of the entries it selects, it should appear first in the config file. Similarly, ifone <who> selector is more specific than another it should come first in the accessdirective. The access control examples given below should help make this clear.5.3.5 Access Control ExamplesThe access control facility described above is quite powerful. This section showssome examples of its use. First, some simple examples:access to * by * readThis access directive grants read access to everyone. If it appears alone it is thesame as the following defaultaccess line.defaultaccess readThe following example shows the use of a regular expression to select the entriesby DN in two access directives where ordering is significant.access to dn=".*, o=U of M, c=US"by * search

29access to dn=".*, c=US"by * readRead access is granted to entries under the c=US subtree, except for those entriesunder the �o=University of Michigan, c=US� subtree, to which searchaccess is granted. If the order of these access directives was reversed, the U-M-specific directive would never be matched, since all U-M entries are also c=USentries.The next example again shows the importance of ordering, both of the accessdirectives and the �by� clauses. It also shows the use of an attribute selector togrant access to a specific attribute and various <who> selectors.access to dn=".*, o=U of M, c=US" attr=homePhoneby selfwriteby dn=".*, o=U of M, c=US"searchby domain=.*\.umich\.edureadby *compareaccess to dn=".*, o=U of M, c=US"by selfwriteby dn=".*, o=U of M, c=US"searchby *noneThis example applies to entries in the �o=U of M, c=US� subtree. To allattributes except homePhone, the entry itself can write them, other U-M entriescan search by them, anybody else has no access. The homePhone attribute iswritable by the entry, searchable by other U-M entries, readable by clientsconnecting from somewhere in the umich.edu domain, and comparable byeverybody else.Sometimes it is useful to permit a particular DN to add or remove itself from anattribute. For example, if you would like to create a group and allow people too addand remove only their own DN from the member attribute, you could accomplish itwith an access directive like this:access to attr=member,entryby dnattr=memberselfwriteThe dnattr <who> selector says that the access applies to entries listed in themember attribute. The selfwrite access selector says that such members canonly add or delete their own DN from the attribute, not other values. The additionof the entry attribute is required because access to the entry is required to accessany of the entry’s attributes.Note that the attr=member construct in the <what> clause is a shorthand for theclause "dn=* attr=member" (i.e., it matches the member attribute in allentries).5.4 Schema EnforcementThe objectclass and schemacheck configuration file options can be used toenforce schema rules on entries in the directory. The schema rules are defined by

30one or more objectclass lines, and enforcement is turned on or off via theschemacheck option. The format of an objectclass line is:objectclass<name>[ requires <attrs> ][ allows <attrs> ]This option defines the schema rules for the object class given by <name>. Schemarules consist of the attributes the entry is required to have (given by the requires<attrs> clause) and those attributes that it may optionally have (given by theallows <attrs> clause). In both clauses, <attrs> is a comma-separated listof attribute names.Note that object class inheritance (that is, defining one object class in terms ofanother) is not supported directly. All of an object class’s required and allowedattributes must be listed in the objectclass definition.For example, to define an objectclass called myPerson, you might include adefinition like this:objectclass mypersonrequirescn, sn, objectclassallowsmail, phone, faxTo then enforce this rule (i.e., to make sure an entry with an objectclass ofmyperson contains the cn, sn and objectclass attributes, and that it containsno other attributes besides mail, phone, and fax), turn on schema checking witha line like this:schemacheckon5.5 Configuration File ExampleThe following is an example configuration file, interspersed with explanatory text.It defines two databases to handle different parts of the X.500 tree; both are LDBMdatabase instances. The line numbers shown are provided for reference only and arenot included in the actual file. First, the global configuration section:1.# example config file — global configuration section2.include/usr/local/etc/slapd.at.conf3.include /usr/local/etc/slapd.oc.conf4.schemacheckon5.referralldap://ldap.itd.umich.eduLine 1 is a comment. Lines 2 and 3 include other config files containing attributeand object class definitions, respectively. Line 4 turns on schema checking. Thereferral option on line 5 means that queries not local to one of the databasesdefined below will be referred to the LDAP server running on the standard port(389) at the host ldap.itd.umich.edu.The next section of the configuration file defines an LDBM backend that will handlequeries for things in the �o=University of Michigan, c=US� portion ofthe tree. The database is to be replicated to two slave slapds, one on truelies,

31the other on judgmentday. Indexes are to be maintained for several attributes,and the userPassword attribute is to be protected from unauthorized access.1.# ldbm definition for the U-M database2.databaseldbm3.suffix"o=University of Michigan, c=US"4.directory/usr/local/ldbm-umich6.rootdn"cn=Manager, o=University of Michigan, c=US"7.rootpwsecret8.replogfile/usr/local/ldbm-umich/slapd.replog9.replicahost=truelies.rs.itd.umich.edu:38910.binddn=�cn=Replicator, o=U of M, c=US�11.bindmethod=simple credentials=secret12.replicahost=judgmentday.rs.itd.umich.edu13.binddn=�cn=Replicator, o=U of M, c=US�14.bindmethod=kerberos15.srvtab=/etc/srvtab.judgmentday16.# ldbm indexed attribute definitions17.indexcn,sn,uidpres,eq,approx,sub18.indexobjectclasspres,eq19.indexdefaultnone20.# ldbm access control definitions21.defaultaccessread22.access to attr=userpassword23.by self write24.by dn="cn=Admin, o=University of Michigan, c=US" write25.by * compareLine 1 is a comment. The start of the database definition is marked by the databasekeyword on line 2. Line 3 specifies the DN suffix for queries to pass to thisdatabase. Line 4 specifies the directory in which the database files will liveLines 6 and 7 identify the database �super user� entry and associated password.This entry is not subject to access control or size or time limit restrictions.Lines 8 through 15 are for replication. Line 8 specifies the replication log file(where changes to the database are logged — this file is written by slapd and read byslurpd). Lines 9 through 11 specify the hostname and port for a replicated host, theDN to bind as when performing updates, the bind method (simple) and thecredentials (password) for the binddn. Lines 12 through 15 specify a secondreplication site, using kerberos instead of simple authentication. See Section 10 onslurpd for more information on these options.Lines 16 through 19 indicate the indexes to maintain for various attributes. Thedefault is not to maintain any indexes (line 19).Lines 20 through 25 specify access control for entries in the database. For allentries, the userPassword attribute is writable by the entry and the �admin�entry, comparable by everyone else. All other attributes allow read access by default(line 21). Note that the special "entry" attribute is not required in the accessdirective beginning on line 22. This is because the default access is read.The next section of the example configuration file defines another LDBM database.This one handles queries involving the �o="Babs, Inc.", c=US� subtree.

321.# ldbm definition for Babs, Inc. database2.databaseldbm3.suffix"o=\"Babs, Inc.\", c=US"4.directory/usr/local/ldbm-babs5.rootdn"cn=Babs, o=\"Babs, Inc.\", c=US"6.indexdefaultNote the use of �\� to escape the quotes necessary in the distinguished names givenon lines 3 and 5. By default, all indexes are maintained for every attribute in anentry.

336. Running slapdSlapd can be run in two different modes, stand-alone or from inetd(8). Stand-aloneoperation is recommended, especially if you are using the LDBM backend. Thisallows the backend to take advantage of caching and avoids concurrency problemswith the LDBM index files. If you are running only a PASSWD or SHELLbackend, running from inetd is an option. How to do this is described in the nextsection, after the command-line options and stand-alone daemon operation aredescribed.6.1 Command-Line OptionsSlapd supports the following command-line options.-d<level> | ?This option sets the slapd debug level to <level>. When level is a �?�character, the various debugging levels are printed and slapd exits,regardless of any other options you give it. Current debugging levels are1trace function calls2debug packet handling4heavy trace debugging8connection management16print out packets sent and received32search filter processing64configuration file processing128access control list processing256stats log connections/operations/results512stats log entries sent1024print communication with shell backends2048print entry parsing debugging65535enable all debuggingDebugging levels are additive. That is, if you want to trace function callsand watch the config file being processed, you would set level to the sum ofthose two levels (in this case, 65). Consult <ldap.h> for more details.Note that slapd must have been compiled with -DLDAP_DEBUG defined forany debugging information beyond the two stats levels to be available.-f<filename>This option specifies an alternate configuration file for slapd.-iThis option tells slapd that it is running from inetd instead of as a stand-alone server. See the next section on running slapd from inetd for moredetails.-p<port>This option specifies an alternate TCP port on which slapd should listen forconnections. The default port is 389.

346.2 Running slapd as a Stand-Alone DaemonIn general, slapd is run like this:$(ETCDIR)/slapd [<option>]*where ETCDIR has the value you gave in the Make-common file during the pre-build configuration, and <option> is one of the options described below. Unlessyou have specified a debugging level, slapd will automatically fork and detach itselffrom its controlling terminal and run in the background. Any of the options givenabove can be given to slapd to point it at a different configuration file, listen onanother port, etc.To kill off slapd safely, you should give a command like thiskill -TERM ‘cat $(ETCDIR)/slapd.pid‘Killing slapd by a more drastic method may cause its LDBM databases to becorrupted, as it may need to flush various buffers before it exits. Note that slapdwrites its pid to a file called slapd.pid in the ETCDIR you configured in Make-common. You can change the location of this pid file by changing theSLAPD_PIDFILE variable in include/ldapconfig.h.edit.Slapd will also write its arguments to a file called slapd.args in the ETCDIRyou configured in Make-common. You can change the location of the args file bychanging the SLAPD_ARGSFILE variable in include/ldapconfig.h.edit.6.3 Running slapd from inetdFirst, make sure that running from inetd(8) is a good idea. If you are using theLDBM backend, it is not. If you are in a high-volume environment, the overhead ofrunning from inetd also makes it a bad idea. Otherwise, you may proceed with thetwo steps necessary.Step 1 is to add a line like this to your /etc/services file:ldap389# ldap directory serviceStep 2 is to add a line like this to your /etc/inetd.conf file:ldap stream tcp nowait nobody $(ETCDIR)/slapd slapd -iwhere ETCDIR has the value you gave it in the Make-common file during pre-build configuration. Finally, send inetd a HUP signal, and you should be all set.

357. Monitoring SlapdSlapd supports a monitoring interface you can use to find out many useful bits ofinformation about what slapd is currently doing, how many connections it has, howmany threads are working, etc. You can access the monitor feature by doing a baseobject search of the SLAPD_MONITOR_DN from include/ldapconfig.hwith any kind of valid filter (e.g., "(objectclass=*)"). By default, this DN isset to "cn=monitor". You will get one entry returned to you, with the followingattributes:version: slapd <version> (<date>)This attribute identifies the slapd server software by name, version, andbuild date, e.g., slapd 3.3 (Thu May 21 14:19:03 EDT 1996)threads: <integer>This attribute indicates the number of threads (operations) currentlyoutstanding in slapd.connection: <fd> : <opentime> : <opsinitiated> :<opscompleted> : <binddn> : [ <rw> ]This multi-valued attribute summarizes information for each openconnection. The information given is <fd>, the file descriptor;<opentime>, the time the connection was opened in UTC format;<opsinitiated>, the number of operations initiated over theconnection; <opscompleted>, the number of operations completed overthe connection; <binddn>, the DN currently bound to the connection; andoptionally <rw>, indicating whether the connection is currently blocked forread or write..currentconnections: <integer>The current number of connections.totalconnections: <integer>The total number of connections handled by slapd since it started.dtablesize: <integer>The size of slapd’s file descriptor table.writewaiters: <integer>The number of threads blocked waiting to write data to a client.readwaiters: <integer>The number of threads blocked waiting to read data from a client.opsinitiated: <integer>The total number of operations initiated by slapd since it started.

36opscompleted: <integer>The total number of operations completed by slapd since it started.entriessent: <integer>The total number of entries sent to clients by slapd since it started.bytessent: <integer>The total number of bytes sent to clients by slapd since it started.currenttime: <UTC time>Slapd’s idea of the current time.starttime: <integer>The time slapd was started.nbackends: <integer>The number of backends currently being served by slapd.concurrency: <integer>Under Solaris 2.x only, an indication of the current level of threadconcurrency.Note that slapd takes a snapshot of this information and returns it to you. Noattempt is made to ensure that the information is consistent (i.e., if an operationthread is modifying one of these things when the monitor thread is reading it,strange results could be returned).You should be able to use any LDAP client to retrieve this information. Here’s howyou might do it using the ldapsearch(1) client:ldapsearch -s base -b cn=monitor ’objectclass=*’

378. Database Creation and Maintenance ToolsThis section tells you how to create a slapd database from scratch, and how to dotrouble shooting if you run into problems. There are two ways to create a database.First, you can create the database on-line using LDAP. With this method, yousimply start up slapd and add entries using the LDAP client of your choice. Thismethod is fine for relatively small databases (a few hundred or thousand entries,depending on your requirements).The second method of database creation is to do it off-line, using the indexgeneration tools. This method is best if you have many thousands of entries tocreate, which would take an unacceptably long time using the LDAP method, or ifyou want to ensure the database is not accessed while it is being created.8.1 Creating a database over LDAPWith this method, you use the LDAP client of your choice (e.g., the ldapadd(1)tool) to add entries, just like you would once the database is created. You should besure to set the following configuration options before starting slapd:suffix<dn>As described in the preceding section, this option says what entries are to be heldby this database. You should set this to the DN of the root of the subtree you aretrying to create. For examplesuffix"o=University of Michigan, c=US"You should be sure to specify a directory where the index files should be created:directory<directory>For example:directory/usr/local/umich-slapdYou need to make it so you can connect to slapd as somebody with permission toadd entries. This is done through the following two options in the databasedefinition:rootdn<dn>rootpw<passwd>These options specify a DN and password that can be used to authenticate as the�superuser� entry of the database (i.e., the entry allowed to do anything). The DNand password specified here will always work, regardless of whether the entrynamed actually exists or has the password given. This solves the chicken-and-eggproblem of how to authenticate and add entries before any entries yet exist.Finally, you should make sure that the database definition contains the indexdefinitions you want:

38index{<attrlist> | default} [pres,eq,approx,sub,none]For example, to index the cn, sn, uid and objectclass attributes thefollowing index configuration lines could be used.indexcn,sn,uidindexobjectclasspres,eqindexdefaultnoneSee Section 4 on the configuration file for more details on this option. Once youhave configured things to your liking, start up slapd, connect with your LDAPclient, and start adding entries. For example, to add a the U of M entry followed bya Postmaster entry using the ldapadd tool, you could create a file called/tmp/newentry with the contents:o=University of Michigan, c=USobjectClass=organizationo=University of Michigandescription=University of Michigan at Ann Arborcn=Postmaster, o=University of Michigan, c=USobjectClass=organizationalRolecn=Postmasterdescription=U of M postmaster - postmaster@umich.eduand then use a command like this to actually create the entry:ldapadd -f /tmp/newentry -D "cn=Manager, o=University ofMichigan, c=US" -w secretThe above command assumes that you have set rootdn to �cn=Manager,o=University of Michigan, c=US� and rootpw to �secret�.8.2 Creating a database off-lineThe second method of database creation is to do it off-line, using the indexgeneration tools described below. This method is best if you have many thousandsof entries to create, which would take an unacceptably long time using the LDAPmethod described above. These tools read the slapd configuration file and an inputfile containing a text representation of the entries to add. They produce the LDBMindex files directly. There are several important configuration options you will wantto be sure and set in the config file database definition first:suffix<dn>As described in the preceding section, this option says what entries are to be heldby this database. You should set this to the DN of the root of the subtree you aretrying to create. For examplesuffix"o=University of Michigan, c=US"You should be sure to specify a directory where the index files should be created:directory<directory>

39For example:directory/usr/local/umich-slapdNext, you probably want to increase the size of the in-core cache used by each openindex file. For best performance during index creation, the entire index should fit inmemory. If your data is too big for this, or your memory too small, you can stillmake it pretty big and let the paging system do the work. This size is set with thefollowing option:dbcachesize<integer>For example:dbcachesize50000000This would create a cache 50 MB big, which is pretty big (at U-M, our database hasabout 125K entries, and our biggest index file is about 45 MB). Experiment withthis number a bit, and the degree of parallelism (explained below), to see whatworks best for your system. Remember to turn this number back down once yourindex files are created and before you run slapd.Finally, you need to specify which indexes you want to build. This is done by oneor more index options.index{<attrlist> | default} [pres,eq,approx,sub,none]For example:indexcn,sn,uidpres,eq,approxindexdefaultnoneThis would create presence, equality and approximate indexes for the cn, sn, anduid attributes, and no indexes for any other attributes. See the configuration filesection for more information on this option.8.2.1 The ldif2ldbm programOnce you�ve configured things to your liking, you create the indexes by running theldif2ldbm program:ldif2ldbm -i <inputfile> -f <slapdconfigfile>[-d <debuglevel>] [-j <integer>][-n <databasenumber>] [-e <etcdir>]The arguments have the following meanings:-i<inputfile>Specifies the LDIF input file containing the entries to add in text form (describedbelow in Section 8.3).-f<slapdconfigfile>

40Specifies the slapd configuration file that tells where to create the indexes, whatindexes to create, etc.-d<debuglevel>Turn on debugging, as specified by <debuglevel>. The debug levels are thesame as for slapd (see Section 6.1).-j<integer>An optional argument that specifies that at most <integer> processes should bestarted in parallel when building the indexes. The default is 1. If set to a valuegreater than one, ldif2ldbm will create at most that many subprocesses at a timewhen building the indexes. Aseparate subprocess is created to build each attributeindex. Running these processes in parallel can speed things up greatly, but bewareof creating too many processes, all competing for memory and disk resources.-n<databasenumber>An optional argument that specifies the configuration file database for which tobuild indices. The first database listed is "1", the second "2", etc. By default, thefirst ldbm database in the configuration file is used.-e<etcdir>An optional argument that specifies the directory where ldif2ldbm can find theother database conversion tools it needs to execute (ldif2index and friends).The default is the installation ETCDIR.The next sections describe the programs invoked by ldif2ldbm when it is buildingindexes. Normally, these programs are invoked for you, but occasionally you maywant to invoke them yourself.8.2.2 The ldif2index programSometimes it may be necessary to create a new attribute index file withoutdisturbing the rest of the database. This is possible using the ldif2index program.ldif2index is invoked like thisldif2index -i <inputfile> -f <slapdconfigfile>[-d <debuglevel>] [-n <databasenumber>] <attr>Where the -i, -f, -d, and -n options are the same as for the ldif2ldbm program.<attr> is the attribute to build an index for. Which indexes are built (e.g.,equality, substring, etc.) is controlled by the corresponding index line in the slapdconfiguration file.You can use the ldbmcat program to create a suitable LDIF input file from anexisting LDBM database.

418.2.3 The ldif2id2entry programThe ldif2id2entry program is normally invoked from ldif2ldbm. It is used toconvert an LDIF text file into an id2entry index. It is unlikely that you wouldneed to invoke it yourself, but if you do it works like thisldif2id2entry -i <inputfile> -f <slapdconfigfile>[-d <debuglevel>] [-n <databasenumber>]The arguments are the same as for the ldif2ldbm program.8.2.4 The ldif2id2children programThe ldif2id2children program is normally invoked from ldif2ldbm. It is used toconvert an LDIF text file into id2children and dn2id indexes. Occasionally, itmay be necessary to run this program yourself, for example if one of these indexeshas become corrupted. ldif2id2children is invoked like thisldif2id2children -i <inputfile> -f <slapdconfigfile>[-d <debuglevel>] [-n <databasenumber>]The arguments are the same as for the ldif2ldbm program. You can use the ldbmcatprogram to create a suitable LDIF input file from an existing LDBM database.8.2.5 The ldbmcat programThe ldbmcat program is used to convert an id2entry index back into its LDIFtext format. This can be useful when you want to make a human-readable backup ofyour database, or as an intermediate step in creating a new index using theldif2index program. The program is invoked like this:ldbmcat [-n] <filename>where <filename> is the name of the id2entry index file. The correspondingLDIF output is written to standard output.The -n option can be used to prevent the printing of entry IDs in the LDIF format.If you are creating an LDIF format for use as input to ldif2index or anything byldif2ldbm, you should not use the -n option (because the entry IDs must matchthose already in the id2entry file). If you are just making a backup of your data,you can use the -n option to save space.8.2.6 The ldif programThe ldif program is used to convert arbitrary data values to LDIF format. This canbe useful when writing a program or script to create the LDIF file you will feed intothe ldif2ldbm program, or when writing a SHELL backend. ldif takes an attributename as an argument, and reads the attribute value(s) from standard input. Itproduces the LDIF formatted attribute line(s) on standard output. The usage is:ldif [-b] <attrname>

42where <attrname> is the name of the attribute. Without the -b option, ldifconsiders each line of standard input to be a separate value of the attribute.The -b option can be used to force ldif to interpret its input as a single raw binaryvalue. This option is useful when converting binary data such as a jpegPhoto oraudio attribute.8.3 The LDIF text entry formatThe LDAP Data Interchange Format (LDIF) is used to represent LDAP entries in asimple text format. The basic form of an entry is:[<id>]dn: <distinguished name><attrtype>: <attrvalue><attrtype>: <attrvalue>...where <id> is the optional entry ID (a positive decimal number). Normally, youwould not supply the <id>, allowing the database creation tools to do that for you.The ldbmcat program, however, produces an LDIF format that includes <id> sothat new indexes created will be consistent.Aline may be continued by starting the next line with a single space or tabcharacter. e.g.,dn: cn=Barbara J Jensen, o=University of Michi gan, c=USMultiple attribute values are specified on separate lines. e.g.,cn: Barbara J Jensencn: Babs JensenIf an <attrvalue> contains a non-printing character, or begins with a space or acolon �:�, the <attrtype> is followed by a double colon and the value is encodedin base 64 notation. e.g., the value � begins with a space� would beencoded like this:cn:: IGJlZ2lucyB3aXRoIGEgc3BhY2U=Multiple entries within the same LDIF file are separated by blank lines. Here�s anexample of an LDIF file containing three entries.dn: cn=Barbara J Jensen, o=University of Michi gan, c=UScn: Barbara J Jensencn: Babs Jensenobjectclass: personsn: Jensendn: cn=Bjorn J Jensen, o=University of Michi

43 gan, c=UScn: Bjorn J Jensencn: Bjorn Jensenobjectclass: personsn: Jensendn: cn=Jennifer J Jensen, o=University of Michi gan, c=UScn: Jennifer J Jensencn: Jennifer Jensenobjectclass: personsn: JensenjpegPhoto:: /9j/4AAQSkZJRgABAAAAAQABAAD/2wBDABALD A4MChAODQ4SERATGCgaGBYWGDEjJR0oOjM9PDkzODdASFxOQ ERXRTc4UG1RV19iZ2hnPk1xeXBkeFxlZ2P/2wBDARESEhgVG...Notice that the jpegPhoto in Jennifer Jensen�s entry is encoded using base 64.The ldif program (described in Section 8.2.6) can be used to produce the LDIFformat.NOTE: Trailing spaces are not trimmed from values in an LDIF file. Nor aremultiple internal spaces compressed. If you don’t want them in your data, don’t putthem there.8.4 Converting from QUIPU EDB format to LDIF formatIf you have directory data that is or was held in a QUIPU DSA (available as part ofthe ISODE package), you will want to convert the EDB files used by QUIPU intoan LDIF file. The edb2ldif program is provided to do most of the conversion foryou. Once you have an LDIF file, you should follow the steps outlined in section6.2 above to build an LDBM database for slapd.8.4.1 The edb2ldif programThe edb2ldif program is invoked like this:edb2ldif [-d] [-v] [-r] [-o] [-b <basedn>][-a <addvalsfile>] [-f <fileattrdir>][-i <ignoreattr...>] [<edbfile...>]The LDIF data is written to standard output. The arguments have the followingmeanings:-dThis option enables some debugging output on standard error.-vEnable verbose mode that writes status information to standard error, suchas which EDB file is being processed, how many entries have beenconverted so far, etc.

44-rRecurse through child directories, processing all EDB files found.-oCause local .add file definitions to override the global addfile (see -abelow)-b <basedn>Specify the Distinguished Name that all EDB file entries appear below.-a <addvalsfile>The LDIF information contained in this file will be appended to each entry.-f <fileattrdir>Specify a single directory where all file-based attributes (typically soundsand images) can be found. If this option is not given, file attributes areassumed to be located in the same directory as the EDB file that refers tothem.-i <ignoreattr>Specify an attribute that should not be converted. You can include as many-i flags as necessary.<edbfile>Specify a particular EDB file (or files) to read data from. By default, theEDB.root (if it exists) and EDB files in the current directory are used.When edb2ldif is invoked, it will also look for files named .add in the directorieswhere EDB files are found and append the contents of the .add file to each entry.Typically, this feature is used to include inherited attribute values (e.g.,objectClass) that do not appear in the EDB files.8.4.2 Step-by-step EDB to LDIF conversionThe basic steps to follow when converting your EDB format data to an LDIF fileare:1.Locate the directory at the top of the EDB file hierarchy that your QUIPUDSA masters. The EDB file located there should contain the entries for thefirst level of your organization or organizational unit. If you are using anindexed database with QUIPU, you may need to create EDB files from yourindex files (using the synctree or qb2edb tools).2. If you do not have a file named EDB.root in the same directory thatcontains your organizational or organizational unit entry, create it now byhand. Its contents should look something like this:MASTER000001o=University of Michigan

45objectClass= top & organization & domainRelatedObject &\quipuObject & quipuNonLeafObjectl= Ann Arbor, Michiganst= Michigano= University of Michigan & UMICH & UM & U-M & U of Mdescription= The University of Michigan at Ann ArborassociatedDomain= umich.edumasterDSA= c=US@cn=Woolly Monkey3.(Optional) Create a global add file and/or local .add files to take care ofadding any attribute values that do not appear in the EDB files. Forexample, if all entries in a particular EDB are person entries and you want toadd the appropriate objectClass attribute value for them, create a file called.add in the same directory as the person EDB that contains the single line:objectClass: person4.Run the edb2ldif program to do the actual conversion. Make sure you are inthe directory that contains the root of the EDB hierarchy (the one where theEDB.root file resides). Include a -b flag with a base DN one level aboveyour organizational entry, and include -i flags to ignore any attributes thatare not useful to slapd. E.g., the command:edb2ldif -v -r -b "c=US" -i iattr -i acl -i xacl -i sacl-i lacl -i masterDSA -i slaveDSA > ldifwill convert the entire EDB hierarchy to LDIF format and write the result toa file named ldif. Some attributes that are not useful when running slapdare ignored. The EDB hierarchy is assumed to reside logically below thebase DN "c=US".5.Follow the steps outlined in section 8.2 above to produce an LDBMdatabase from your new LDIF file.8.5 The ldbmtest programOccasionally you may find it useful to look at the LDBM database and index filesdirectly (i.e., without going through slapd). The ldbmtest program is provided forthis purpose. It gives you raw access to the database itself. ldbmtest should be runline this:ldbmtest [-d <debuglevel>] [-f <slapdconfigfile>]The default configuration file in the ETCDIR is used if you don’t supply one. Bydefault, ldbmtest operates on the last database listed in the config file. You canspecify an alternate database, or see the current database with the followingcommands.bspecify an alternate backend databaseBprint out the current backend databaseThe b command will prompt you for the suffix associated with the database youwant. The database you select can be viewed and modified using a set of two-lettercommands. The first letter selects the command function to perform. Possiblecommands and their meanings are as follows.

46llookup (do not follow indirection)Llookup (follow indirection)ttraverse and print keys and dataTtraverse and print keys onlyxdelete an index itemeedit an index itemaadd an index itemccreate an index fileiinsert an entry into an index itemThe second letter indicates which index the command applies to. The possible indexselections are as follows.cid2children indexddn2id indexeid2entry indexfarbitrary file nameiattribute indexEach command may require additional arguments which ldbmtest will prompt youfor.To exit ldbmtest, type control-D or control-C.Note that this is a very raw interface originally developed when testing the databaseformat. It is provided and minimally documented here for interested parties, but it isnot meant to be used by the inexperienced. See the next section for a briefdescription of the LDBM database format.8.6 The LDBM database formatIn normal operation, it is not necessary for you to know much about the LDBMdatabase format. If you are going to use the ldbmtest program to look at or alter thedatabase, or if you want a deeper understanding of how indexes are maintained,some knowledge of how it works could be useful. This section gives an overviewof the database format and how slapd makes use of it.8.6.1 OverviewThe LDBM database works by assigning a compact four-byte unique identifier toeach entry in the database. It uses this identifier to refer to entries in indexes. Thedatabase consists of one main index file, called id2entry, which maps from anentry’s unique identifier (EID) to a text representation of the entry itself. Otherindex files are maintained, for each indexed attribute for example, that map valuespeople are likely to search on to lists of EIDs.Using this simple scheme, many LDAP queries can be answered efficiently. Forexample, to answer a search for entries with a surname of �Jensen�, slapd wouldfirst consult the surname attribute index, look up the value �Jensen� and retrieve thecorresponding list of EIDs. Next, slapd would look up each EID in the id2entryindex, retrieve the corresponding entry, convert it from text to LDAP format, andreturn it to the client.

47The following sections give a very brief overview of each type of index and what itcontains. For more detailed information see the paper �An X.500 and LDAPDatabase: Design and Implementation,� available in postscript format fromftp://terminator.rs.itd.umich.edu/ldap/papers/xldbm.ps8.6.2 Attribute index formatThe LDBM backend will maintain one index file for each attribute it is asked toindex. Several sets of keys must coexist in this file (e.g., keys for equality andapproximate equality), so the keys are prefixed with a character to ensureuniqueness. The prefixes are given in the table below=equality keys~approximate equality keys*substring equality keys\continuation keysKey values are also normalized (e.g., converted to upper case for case ignoreattributes). So, for example, to look up the surname equality value in the exampleabove using the ldbmtest program, you would look up the value �=JENSEN�.Substring indexes are maintained by generating all possible N-character substringsfor a value (N is 3 by default). These substrings are then stored in the attributeindex, prefixed by �*�. Additional anchors of �^� and �$� are added at thebeginning and end of words. So, for example the surname of Jensen would causethe following keys to be entered in the index: ^JE, JEN, ENS, NSE, SEN, EN$.Approximate values are handled in a similar way, with phonetic codes beinggenerated for each word in a value and then stored in the index, prefixed by �~�.Large blocks in the index are split into smaller ones. The smaller blocks areaccessed through a level of indirection provided by the original block. They arestored in the index using the continuation key prefix of �\�.8.6.3 Other indexesIn addition to the id2entry and attribute indexes, LDBM maintains a number ofother indexes, including the dn2id index and the id2children index. Theseindexes provide the mapping between a DN and the corresponding EID, and themapping between an EID and the EIDs of the corresponding entry�s children,respectively.The dn2id index stores normalized DNs as keys. The data stored is thecorresponding EID.The id2children index stores EIDs as keys. The data stored is a list of EIDs, just asfor the attribute indexes.

489. Performance TuningThere are several things you can do to tune the performance of slapd for yoursystem. Most of them have to do with the LDBM backend. LDBM uses an indexmechanism to store and retrieve information in slapd. Each entry is assigned aunique ID, used to refer to the entry in the indexes. Asearch for entries with asurname of �Jensen�, for example, would look up the index entry �=JENSEN� inthe surname index. The data returned is a list of IDs of entries having that value forthe surname attribute. We have found several things to be useful in improving theperformance of this indexing scheme, especially on modify operations.9.1 The allIDs thresholdSome index entries become so large as to be useless. For example, if every entry inyour database is a person entry, the �=PERSON� index entry in the objectclassindex contains every entry. This returns very little useful information, and cancause significant delays, especially on updates. To alleviate this problem, we haveintroduced the idea of an allIDs index entry.The allIDs entry stands for a real index entry containing the IDs of every entry inthe database, but it takes up very little space, never needs updating, and can bemanipulated quickly and efficiently. The trade-off is that it does not prune the set ofcandidate entries at all during a search. This must be done using other, more �high-powered� index entries.You can set the minimum number of IDs that an index entry may contain before itturns into an allIDs block by changing the SLAPD_LDBM_MIN_MAXIDS variablein the include/ldapconfig.h file. The actual number is determined atruntime by the LDBM backend, depending on the block size of the underlyingdevice (i.e., the number you provide is rounded up to the nearest multiple of ablock size).9.2 The entry cacheThe LDBM backend can be configured to keep a cache of entries in memory. Sincethe LDBM database spends much of its time reading entries from the id2entryfile into memory, this cache can greatly speed performance. The trade-off is that thecache uses some extra memory. The default cache size is 1000 entries. See thediscussion of the cachesize option in Section 5.2.3 on LDBM configuration.9.3 The DB cacheThe LDBM backend uses a number of disk-based index files. If the underlyinghash or B-tree package supports in-memory caching of these files, performance canbe greatly improved, especially on modifies. The size of this in-memory file cacheis given by the dbcachesize option, discussed in more detail in section 5.2.3 onLDBM configuration. The default dbcachesize is 100K.

499.4 Maintain the right indicesFinally, one of the best performance tune-ups you can do is to make sure you aremaintaining the right indices. Too few indices can lead to poor search performance.Too many indices can lead to poor update performance. For example, the LDBMbackend would be perfectly happy to maintain substring and approximate indicesfor the objectclass attribute, but this would not be useful and would just slowdown update operations. If your database has many entries and is handling queriesfor substring equality on the surname attribute, you should make sure to maintain asurname substring index so these queries are answered quickly.So, take a look at the index lines in your slapd configuration file to ensure thatonly those indices that make sense and are needed are being maintained.

5010. Distributing slapd DATAFor many sites, running one or more slapds that hold an entire subtree of data issufficient. But sometimes it may be desirable to have one slapd refer to other slapdsfor a certain part of the tree. This can be accomplished by creating a referral entry inone slapd’s database pointing to another slapd. For those familiar with X.500, aslapd referral entry is similar to an X.500 knowledge reference.The referral entry acts as a mount point, glueing two slapd databases together. Areferral entry has an objectclass of "referral" and is named by a ref attributecontaining a URL pointing to the slapd holding the data below the mount point.This mechanism is very general and allows slapd databases that are not normallyhierarchical to be grafted together.An example should help illustrate things. Suppose your company is running a slapdand just purchased a new company, also running a slapd. You can easily connectthe two databases by creating an entry like this in your slapd’s database.dn: ref="ldap://new.host/o=New Company,c=US", o=Your company, c=USobjectclass: referralNow any subtree search that has this entry in its scope will return a referral to thenew company, in addition to any entries matched in your database. Referral-awareclients will continue the search at the new company’s server.Amechanism similar to this is used to support distributed indexing, described inAppendix C.

5111. Replication with slurpdIn certain configurations, a single slapd instance may be insufficient to handle thenumber of clients requiring directory service via LDAP. It may become necessary torun more than one slapd instance. At the University of Michigan, for instance, thereare four slapd servers, one master and three slaves. ADNS lookup of the nameldap.itd.umich.edu returns the IP addresses of those four servers,distributing the load among them. This master/slave arrangement provides a simpleand effective way to increase capacity, availability and reliability.Slurpd provides the capability for a master slapd to propagate changes to slaveslapd instances, implementing the master/slave replication scheme described above.Slurpd runs on the same host as the master slapd instance.11.1 OverviewSlurpd provides replication services �in band�. That is, it uses the LDAP protocolto update a slave database from the master. Perhaps the easiest way to illustrate thisis with an example. In this example, we trace the propagation of an LDAP modifyoperation from its initiation by the LDAP client to its distribution to the slave slapdinstance.Sample replication scenario:Step 1:An LDAP client starts up and connects to a slave slapd.Step 2:The LDAP client submits an LDAP modify operation to the slaveslapd.Step 3:The slave slapd returns a referral to the LDAP client, which causesthe client to send the modify operation to the master slapd.Step 4:The master slapd performs the modify operation, writes out thechange to its replication log file and returns a success code to theclient.Step 5:The slurpd process notices that a new entry has been appended tothe replication log file, reads the replication log entry, and sends thechange to the slave slapd via LDAP.Step 6:The slave slapd performs the modify operation and returns a successcode to the slurpd process.Note that if the LDAP client happened to connect to the master slapd to begin with,Step 3 is omitted, but the rest of the scenario remains the same.11.2 Replication LogsWhen slapd is configured to generate a replication logfile, it writes out a file in aformat which is a variant of the LDIF format. The replication log gives thereplication site(s), a timestamp, the DN of the entry being modified, and a series oflines which specify the changes to make. In the example below, �Barbara Jensen�has replaced a line of her multiLineDescription. The change is to be propagated to

52the slapd instance running on truelies.rs.itd.umich.edu. The lastModifiedBy andlastModified Time attributes are also propagated to the slave slapd.replica: truelies.rs.itd.umich.edu:389time: 809618633dn: cn=Barbara Jensen, ou=People, o=University of Michigan, c=USchangetype: modifydelete: multiLineDescriptionmultiLineDescription: I enjoy sailing in my spare time-add: multiLineDescriptionmultiLineDescription: A dreamer...-delete: lastModifiedBy-add: lastModifiedBylastModifiedBy: cn=Barbara Jensen, ou=People, o=University of Michigan, c=US-delete: lastModifiedTime-add: lastModifiedTimelastModifiedTime: 950825073308Z-The modifications to lastModifiedBy and lastModifiedTime wereinitiated by the master slapd.11.3 Command-Line OptionsSlurpd supports the following command-line options.-d<level> | ?This option sets the slurpd debug level to <level>. When level is a �?�character, the various debugging levels are printed and slapd exits,regardless of any other options you give it. Current debugging levels (asubset of slapd�s debugging levels) are4heavy trace debugging64configuration file processing65535enable all debuggingDebugging levels are additive. That is, if you want heavy trace debugging and wantto watch the config file being processed, you would set level to the sum of thosetwo levels (in this case, 68).-f<filename>This option specifies an alternate slapd configuration file. Slurpd does nothave its own configuration file. Instead, all configuration information isread from the slapd configuration file.-r<filename>This option specifies an alternate slapd replication log file. Under normalcircumstances, slurpd reads the name of the slapd replication log file fromthe slapd configuration file. However, you can override this with the -r

53flag, to cause slurpd to process a different replication log file. Seesection˚10.5, Advanced slurpd Operation, for a discussion of how youmight use this option.-oOperate in �one-shot� mode. Under normal circumstances, when slurpdfinishes processing a replication log, it remains active and periodicallychecks to see if new entries have been added to the replication log. In one-shot mode, by comparison, slurpd processes a replication log and exitsimmediately. If the -o option is given, the replication log file must beexplicitly specified with the -r option-t<directory>Specify an alternate directory for slurpd�s temporary copies of replicationlogs. The default location is /usr/tmp.-k<filename>When slurpd uses kerberos to authenticate to slave slapd instances, it needsto have an appropriate srvtab file for the remote slapd. This option allowsyou to specify an alternate filename containing kerberos keys for the remoteslapd. The default filename is /etc/srvtab. You can also specify thesrvtab file to use in the slapd configuration file�s replica option. See thedocumentation on the srvtab directive in section 5.2.2, General BackendOptions. Amore complete discussion of using kerberos with slapd andslurpd may be found in Appendix D.11.4 Configuring slurpd and a slave slapd instanceTo bring up a replica slapd instance, you must configure the master and slave slapdinstances for replication, then shut down the master slapd so you can copy thedatabase. Finally, you bring up the master slapd instance, the slave slapd instance,and the slurpd instance. These steps are detailed in the following sections. You canset up as many slave slapd instances as you wish.11.4.1 Set up the master slapdFollow the procedures in Section 4, Building and Installing slapd. Be sure that theslapd instance is working properly before proceeding. Be sure to do the followingin the master slapd configuration file.1.Add a replica directive for each replica. The binddn= parameter shouldmatch the updatedn option in the corresponding slave slapd configurationfile, and should name an entry with write permission to the slave database(e.g., an entry listed as rootdn, or allowed access via access directivesin the slave slapd configuration file).2.Add a replogfile directive, which tells slapd where to log changes.This file will be read by slurpd.

5411.4.2 Set up the slave slapdInstall the slapd software on the host which is to be the slave slapd server. Theconfiguration of the slave server should be identical to that of the master, with thefollowing exceptions:1.Do not include a replica directive. While it is possible to create �chains�of replicas, in most cases this is inappropriate.2.Do not include a replogfile directive.3.Do include an updatedn line. The DN given should match the DN givenin the binddn= parameter of the corresponding replica= directive in themaster slapd config file.4.Make sure the DN given in the updatedn directive has permission to writethe database (e.g., it is listed as rootdn or is allowed access by one ormore access directives).11.4.3 Shut down the master slapdIn order to ensure that the slave starts with an exact copy of the master�s data, youmust shut down the master slapd. Do this by sending the master slapd process aninterrupt signal with kill -TERM <pid>, where <pid> is the process-id ofthe master slapd process.If you like, you may restart the master slapd in read-only mode while you arereplicating the database. During this time, the master slapd will return an "unwillingto perform" error to clients that attempt to modify data.11.4.4 Copy the master slapd�s database to the slaveCopy the master�s database(s) to the slave. For an LDBM-based database, youmust copy all index files as well as the �NEXTID� file. Index files will have adifferent suffix depending on the underlying database package used. The currentpossibilities aredbbBerkeley DB B-tree backenddbhBerkeley DB hash backendgdbmGNU DBM backendpagUNIX NBDM backenddirUNIX NBDM backendYou should copy all files with such a suffix that are located in the index directoryspecified in your slapd config file.11.4.5 Configure the master slapd for replicationTo configure slapd to generate a replication logfile, you add a �replica�configuration option to the master slapd�s config file. For example, if we wish topropagate changes to the slapd instance running on host truelies.rs.itd.umich.edu:

55replicahost=truelies.rs.itd.umich.edu:389binddn="cn=Replicator, o=U of M, c=US"bindmethod=simple credentials=secretIn this example, changes will be sent to port 389 (the standard LDAP port) on hosttruelies. The slurpd process will bind to the slave slapd as �cn=Replicator,o=U of M, c=US� using simple authentication with password �secret�.Note that the entry given by the binddn= directive must exist in the slave slapd�sdatabase (or be the rootdn specified in the slapd config file) in order for the bindoperation to succeed.11.4.6 Restart the master slapd and start the slave slapdRestart the master slapd process. To check that it is generating replication logs,perform a modification of any entry in the database, and check that data has beenwritten to the log file.11.4.7 Start slurpdStart the slurpd process. Slurpd should immediately send the test modification youmade to the slave slapd. Watch the slave slapd�s logfile to be sure that themodification was sent.slurpd -f <masterslapdconfigfile>11.5 Advanced slurpd Operation11.5.1 Replication errorsWhen slurpd propagates a change to a slave slapd and receives an error return code,it writes the reason for the error and the replication record to a reject file. The rejectfile is located in the same directory with the per-replica replication logfile, and hasthe same name, but with the string �.rej� appended. For example, for a replicarunning on host truelies.rs.itd.umich.edu, port 389, the reject file, if it exists, willbe named/usr/tmp/truelies.rs.itd.umich.edu:389.A sample rejection log entry follows:ERROR: No such attributereplica: truelies.rs.itd.umich.edu:389time: 809618633dn: cn=Barbara Jensen, ou=People, o=University of Michigan, c=USchangetype: modifydelete: multiLineDescriptionmultiLineDescription: I enjoy sailing in my spare time-add: multiLineDescriptionmultiLineDescription: A dreamer...-delete: lastModifiedBy-add: lastModifiedBylastModifiedBy: cn=Barbara Jensen, ou=People, o=University of Michigan,

56 c=US-delete: lastModifiedTime-add: lastModifiedTimelastModifiedTime: 950825073308Z-Note that this is precisely the same format as the original replication log entry, butwith an ERROR line prepended to the entry.11.5.2 Slurpd�s one-shot mode and reject filesIt is possible to use slurpd to process a rejection log with its �one-shot mode.� Innormal operation, slurpd watches for more replication records to be appended to thereplication log file. In one-shot mode, by contrast, slurpd processes a single logfile and exits. Slurpd ignores ERROR lines at the beginning of replication logentries, so it�s not necessary to edit them out before feeding it the rejection log.To use one-shot mode, specify the name of the rejection log on the command line asthe argument to the -r flag, and specify one-shot mode with the -o flag. Forexample, to process the rejection log file/usr/tmp/replog.truelies.rs.itd.umich.edu:389 and exit, use thecommandslurpd -r /usr/tmp/truelies.rs.itd.umich.edu:389 -o11.6 Replication from a slapd directory server to an X.500 DSAIn mixed environments where both X.500 DSAs and slapd are used, it may bedesirable to replicate changes from a slapd directory server to an X.500 DSA. Thissection discusses issues involved with this method of replication, and describes thecurrently-available facilities.To propagate changes from a slapd directory server to an X.500 DSA, slurpd runson the master slapd host, and sends changes to an ldapd which acts as a gateway tothe X.500 DSA:LDAPclient masterslapd

LDAPslurpd

ReplicationLog ldapdX.500 DSADAP

LDAP

57Figure 6: Replication from slapd to an X.500 DSANote that the X.500 DSA must be a read-only copy. Since the replication is one-way, updates from DAP clients connecting to the X.500 DSA simply cannot behandled.Aproblem arises where attribute names differ between the slapd directory serverand the X.500 DSA. At present, slapd and slurpd do not support selectivereplication of attributes, nor do they support translation of attribute names andvalues. For example, slurpd will attempt to update the �modifiersName� and�modifyTimeStamp� attributes on the slave it connects to. However, the X.500DSA may expect these attributes to be named �lastModifiedBy� and�lastModifiedTime�.A solution to this attribute naming problem is to have the ldapd read oidtables thatmap "modifiersName" to the objectID (OID) for the "lastModifiedBy" attribute and"modifyTimeStamp" to the OID for the "lastModifiedTime" attribute. Since attributenames are carried as OIDs over DAP, this should perform the appropriatetranslation of attribute names.

58

5912. Appendix A:Writing a slapd BackendSlapd has a front end that handles connection management, access control, andprotocol interpretation, and a number of backends that handle database operations.The two pieces communicate through a well-defined API. This section documentsthat API for programmers who want to write their own database backend, anddescribes the steps necessary to integrate a new backend with slapd.Here�s a quick overview of the steps you should follow to create a new backend forslapd.1.Choose a name for your backend (we�ll call it foo) and create a new directoryin the slapd source area (servers/slapd/) called back-foo. Thisdirectory will contain the backend routines you are about to write. You shouldalso create a Make-template file in this directory. See the other Make-template files in the various back-*/ directories for examples.2.Write backend routines for each function you want your backend to provide.See the next section for details on how to do this and the API your routinesshould export. You should prefix your backend routines with �foo_� to ensureuniqueness. Your backend will undoubtedly want to call some of the utilityroutines described in section A.2.3.Edit the file servers/slapd/backend.c to add declarations for the backend routinesyou wrote in step 2, and to initialize a backend structure. Take a look at theexisting definitions in that file for other backends.12.1 The slapd Backend APIThe slapd backend API (SLAPI) consists of twelve calls. Nine of the callscorrespond to the nine LDAP protocol operations bind, unbind, search, compare,modify, modify RDN, add, delete, and abandon. The other three calls are toinitialize the backend, shut down the backend, and handle backend-specificconfiguration. Each call is described in detail below. The first nine routines arepassed the same first three parameters:Backend*be/* info about this backend */Connection*conn/* info about this connection */Operation*op/* info about this operation */The other parameters depend on the call itself.12.1.1 BindThe SLAPI bind routine is defined as follows.

60foo_bind(Backend*be,Connection*conn,Operation*op,char*dn,intmethod,struct berval*cred)The first three parameters are as defined above. The remaining parameters arednThe distinguished name to bind as.methodThe authentication method to use. It should be one of theldap.h constantsLDAP_AUTH_SIMPLELDAP_AUTH_KRBV41LDAP_AUTH_KRBV42credThe credentials for the bind (either a password or Kerberoscredentials).The bind routine should return a value of 0 if the bind is successful, nonzerootherwise. This is important, as a return of 0 will cause the front end to consider theconnection authenticated, and it will base subsequent access control decisionsassuming the DN supplied is authentic.Things to note:•If the length of the credentials supplied for simple authentication is zero, aNULL bind is being requested. This should succeed.•If a client sends a NULL dn, a NULL bind is also requested. This situation ishandled by the front end, so you will never see it.12.1.2 UnbindThe SLAPI unbind routine is defined as follows.foo_unbind(Backend*be,Connection*conn,Operation*op)The only three parameters are the common parameters defined above. Theconnection will be dropped by the front end. The unbind backend routine isprovided so the backend can do any clean-up of local information it has pertainingto the connection.12.1.3 CompareThe SLAPI compare function is defined as follows.

61foo_compare(Backend*be,Connection*conn,Operation*op,char*dn,Ava*ava)The first three parameters are the common ones described above. The otherparameters arednThe distinguished name of the entry on which to perform thecompare.avaThe attribute value assertion to test against the entry.The AVA structure is defined as follows.typedef struct ava {char*ava_type;struct bervalava_value;} Ava;The type to compare is given in the ava_type field, and the value to compare isgiven in the ava_value field.12.1.4 SearchThe SLAPI search routine is defined as follows.foo_search(Backend*be,Connection*conn,Operation*op,char*base,intscope,intsizelimit,inttimelimit,Filter*filter,char*filterstr,char**attrs,intattrsonly)The first three parameters are the common ones described above. The rest of theparameters arebaseThe DN of the base object at which to start the search.scopeThe scope of the search. One of the ldap.h constantsLDAP_SCOPE_BASEOBJECTLDAP_SCOPE_ONELEVELLDAP_SCOPE_SUBTREE

62sizelimitA client-supplied limit on the number of entries to return. Avalue of zero implies no limit.timelimitA client-supplied limit on the number of seconds to spend onthe search. A value of zero implies no limit.filterAdata structure representing the search filter. Abackendwould normally use either this parameter or the filterstrparameter, not both. See below for a description of thisstructure.filterstrA string representation of the search filter. Abackend wouldnormally use either this parameter or the filter parameter,not both. The format of this string is as defined in RFC1588.attrsAn array of char *�s indicating the attributes to returnfrom the search. ANULL value for attrs implies allattributes.attrsonlyA Boolean parameter indicating whether only attribute typesshould be returned (non-zero) or if attribute types and valuesshould be returned (zero).The Filter structure is used to represent an LDAP search filter. The search filter isdescribed in ASN.1 as the following.Filter ::= CHOICE {and[0] SET OF Filter,or[1] SET OF Filter,not[2] Filter,equalityMatch[3] AttributeValueAssertion,substrings[4] SubstringFilter,greaterOrEqual[5] AttributeValueAssertion,lessOrEqual[6] AttributeValueAssertion,present[7] AttributeType,approxMatch[8] AttributeValueAssertion}The C language Filter structure definition used to represent this via the filterparameter is defined as follows in the slap.h header file.

63typedef struct filter {unsigned longf_choice;/* from ldap.h */union {char*f_un_type/* present */Avaf_un_ava;/* eq,approx,le,ge */struct filter*f_un_complex;/* and,or,not */struct sub {/* substrings */char*f_un_sub_type;char*f_un_sub_initial;char**f_un_sub_any;char*f_un_sub_final;} f_un_sub;} f_un;#define f_typef_un.f_un_type#define f_avaf_un.f_un_ava#define f_avtypef_un.f_un_ava.ava_type#define f_avvaluef_un.f_un_ava.ava_value#define f_andf_un.f_un_complex#define f_orf_un.f_un_complex#define f_notf_un.f_un_complex#define f_listf_un.f_un_complex#define f_subf_un.f_un_sub#define f_sub_typef_un.f_un_sub.f_un_sub_type#define f_sub_initialf_un.f_un_sub.f_un_sub_initial#define f_sub_anyf_un.f_un_sub.f_un_sub_any#define f_sub_finalf_un.f_un_sub.f_un_sub_finalstruct filter*f_next;/* in and/or chain */} Filter;The f_choice field will have one of the following values, defined in the ldap.hheader file.LDAP_FILTER_ANDLDAP_FILTER_ORLDAP_FILTER_NOTLDAP_FILTER_EQUALITYLDAP_FILTER_SUBSTRINGSLDAP_FILTER_GELDAP_FILTER_LELDAP_FILTER_PRESENTLDAP_FILTER_APPROX12.1.5 ModifyThe SLAPI modify function is defined as follows.foo_modify(Backend*be,Connection*conn,Operation*op,char*dn,LDAPMod*mods)The first three parameters are the common ones described above. The otherparameters are

64dnThe distinguished name of the entry to modify.modsThe list of modifications to make to the entry.The LDAPMod structure is defined as follows in the ldap.h header file.typedef struct ldapmod {intmod_op;char*mod_type;union {char**modv_strvals;struct berval**modv_bvals;} mod_vals;#define mod_valuesmod_vals.modv_strvals#define mod_bvaluesmod_vals.modv_bvalsstruct ldapmod*mod_next;} LDAPMod;The mod_op field identifies the type of modification and will have one of thefollowing values, defined in the ldap.h header file.LDAP_MOD_ADDLDAP_MOD_DELETELDAP_MOD_REPLACENote that the mod_bvalues form of representing values is always used, but thatthe mod_op field is not ORed with LDAP_MOD_BVALUES, as LDAP clients mustdo to use the mod_bvalues field.12.1.6 Modify RDNThe SLAPI modify RDN function is defined as follows.foo_modifyrdn(Backend*be,Connection*conn,Operation*op,char*dn,char*newrdn,intdeleteoldrdn)The first three parameters are the common ones described above. The otherparameters arednThe distinguished name of the entry whose name is to bechanged.newrdnThe new RDN to give the entry.deleteoldrdnABoolean flag indicating whether the old RDN is to bedeleted from the entry (non-zero) or kept as a non-distinguished attribute value in the entry (zero).

6512.1.7 AddThe SLAPI add function is defined as follows.foo_add(Backend*be,Connection*conn,Operation*op,Entry*e)The first three parameters are the common ones described above. The additionalparameter iseA pointer to an Entry structure specifying the entry to add.The Entry structure is defined in the slap.h header file as follows.typedef struct entry {char*e_dn;Attribute*e_attrs;/* other things you should not mess with */} Entry;The e_dn field contains the DN of the entry.The e_attrs field is a linked list of the entry�s attributes. Each element of this listhas the following definition, as given in slap.h.typedef struct attr {char*a_type;struct berval**a_vals;inta_syntax;struct attr*a_next;} Attribute;The a_syntax field identifies the syntax of the attribute and will have one of thefollowing values, defined in slap.h.SYNTAX_CIS/* case insensitive string */SYNTAX_CES/* case sensitive string */SYNTAX_BIN/* binary data */SYNTAX_TEL/* telephone number string */SYNTAX_DN/* dn string */The syntax values may be additive in some cases. For example, an attribute of typetelephoneNumber will have syntax (SYNTAX_CIS | SYNTAX_TEL).12.1.8 DeleteThe SLAPI delete function is defined as follows.

66foo_delete(Backend*be,Connection*conn,Operation*op,char*dn)The first three parameters are the common ones described above. The additionalparameter isdnThe distinguished name of the entry to delete.12.1.9 AbandonThe SLAPI abandon function is defined as follows.foo_abandon(Backend*be,Connection*conn,Operation*op,intid)The first three parameters are the common ones defined above. The additionalparameters isidthe message identifier of the request to be abandoned.In addition, the front end will set the o_abandoned flag in the operation�sOperation structure. Backends may check this flag periodically to see if theoperation has been abandoned.12.1.10 InitializationWhen a new backend instance is encountered in the slapd configuration file, thecorresponding SLAPI initialization routine is called. It is defined as follows.foo_init(Backend*be)The sole parameter isbeThe backend-specific data structure.The be parameter is used to hold backend-specific information. It is as defined inthe beginning of this section in the slap.h header file. If your backend needs tokeep any information specific to a backend instance, it should put it in thebe_private field of the be parameter.12.1.11 ConfigurationWhen a configuration option unknown to the front end is encountered in a databasedefinition in the slapd configuration file, it is parsed and passed to a backend-

67specific configuration routine for processing. The SLAPI backend-specificconfiguration routine is defined as follows.foo_config(Backend*be,intlineno,intargc,char**argv)The parameters arebeThe backend-specific data structure defined above.linenoThe current line number in the configuration file. This isuseful if an error message has to be printed.argcThe number of arguments from the configuration file line.argvThe list of arguments from the configuration file line.12.1.12 CloseWhen slapd exits normally, it calls a close routine provided by each backenddatabase, allowing the backends to clean up and shut down properly. The SLAPIclose routine is defined as follows.foo_close(Backend*be)The sole parameter isbeThe backend-specific data described above.12.2 Utility Routines Your Backend May Want to CallThere are several utility routines provided for dealing with various data types,sending results and errors to clients, etc., that your backend will likely want to call.Some of the more common and useful routines are described here.12.2.1 Sending Search EntriesThe send_search_entry() routine is used to encode a search result entry and send itback to the client. It is defined as follows.send_search_entry(Backend*be,Connection*conn,Operation*op,Entry*e,char**attrs,intattrsonly)

68The first three parameters are the common ones passed to the backend routines. Theentry to send back is given in e. An array of attribute types to include from the entry(subject to access control) is given in attrs. The attrsonly parameter determineswhether attributes only or attributes and values should be sent back.12.2.2 Sending a ResultAn LDAPResult is sent to the client by calling the send_ldap_result() routine,defined as follows.send_ldap_result(Connection*conn,Operation*op,interr,char*matched,char*text)The first two parameters are two of the three common parameters passed to thebackend. The err parameter is the LDAP error code to pass back. It should be oneof the codes defined ldap.h. The matched parameter should only be non-NULL iferr is set to LDAP_NO_SUCH_OBJECT. In this case, matched gives the DNprefix of the request that was resolved successfully. The final parameter, text, is anarbitrary string sent back to the client. It is meant to contain a helpful error message.12.2.3 Testing a Filter Against an EntryOften, your backend may need to test an entry to see if it satisfies a given searchfilter. The test_filter() routine is provided for this purpose.test_filter(Backend*be,Connection*conn,Operation*op,Entry*e,Filter*filter)The first three parameters are the common ones. The e parameter is the entry tomatch against the filter, given in the filter parameter. test_filter() returns zero if theentry matches the filter, non-zero otherwise.12.2.4 Creating an EntryTwo routines are provided to convert between the LDIF text entry format and theinternal representation. They arestr2entry(char*s)where s is the string containing the LDIF entry; and

69char *entry2str(Entry*e,int*len,intprintid)where len will contain the length of the string returned, and printid indicateswhether the entry ID should be printed in the LDIF format. The string returnedshould be considered a pointer to static storage that is overwritten on each call.

7013. Appendix B:Writing a SHELL backendThis section provides information for system administrators wanting to use theSHELL backend to slapd. It explains the input format, output format, and callingconventions a SHELL backend program must follow to communicate with slapd.13.1 OverviewWhen slapd receives an operation to a SHELL backend, the backend consults theinformation given in the slapd configuration file to determine what program toinvoke to handle the operation. For example, if the SHELL database definition inthe configuration file contained a line like thissearch/usr/local/bin/search.shThe indicated command would be invoked in response to a search request.Slapd feeds a text representation of the request to the command on the command’sstandard input. Slapd then reads a text representation of the results or errorsproduced by the command from the command’s standard output. These text resultsare converted to LDAP format and returned to the client. Slapd pays attention to theexit status of the command in some situations (i.e., to determine if a BIND requesthas succeeded or not).The next sections discuss these input, output, and exit conventions in more detail.13.2 Input FormatThe input to your SHELL backend program is a simple text-based, newlineseparated sequence of <option>: <value> pairs conveying the type andinformation in a request. The exact format for each request is given below. Allrequests start with a key word indicating the type of request, a msgid: lineindicating the unique message ID of the operation, and one or more suffix: linesindicating the database suffix(es) the backend is configured for.13.2.1 BindThe input format for a BIND request is as follows.BINDmsgid: <integer>[suffix: <dn>]+dn: <binddn>method: <integer>credlen: <integer>cred: <credentials>The msgid parameter is a unique identifier for the operation. The methodparameter will be one of the LDAP authentication methods listed in <ldap.h>.The only credential currently supported is a clear-text password (used with a simplebind).

7113.2.2 UnbindThe input format for an UNBIND request is as follows.UBBINDmsgid: <integer>[suffix: <dn>]+dn: <binddn>This routine is provided so the backend can do any clean-up necessary.13.2.3 SearchThe input format for a SEARCH request is as follows.SEARCHmsgid: <integer>[suffix: <dn>]+base: <baseobjectdn>scope: 0 | 1 | 2deref: 0 | 1 | 2 | 3sizelimit: <integer>timelimit: <integer>filter: <ldapfilter>attrsonly: 0 | 1attrs: all | <attrlist>The values of the scope parameter correspond to the various LDAP scopes listedin <ldap.h>.The values of the deref parameter correspond to the various LDAP dereferenceoptions listed in <ldap.h>.The filter parameter is a string representation of the LDAP search filter, asdescribed in RFC 1588.The <attrlist> is a space-separated list of attributes to retrieve.13.2.4 CompareThe input format for a COMPARE request is as follows.COMPAREmsgid: <integer>[suffix: <dn>]+dn: <entrydn><attrtype>: <attrvalue>The AVA(attribute value assertion) to compare to the entry is given in the<attrtype>: <attrvalue> line.

7213.2.5 ModifyThe input format for a MODIFY request is as follows.MODIFYmsgid: <integer>[suffix: <dn>]+dn: <entrydn>[add: <attrtype> [<attrtype>: <attrvalue]+]*[delete: <attrtype> [<attrtype>: <attrvalue]*]*[replace: <attrtype> [<attrtype>: <attrvalue]+]*The add, delete and replace constructs indicate the modifications to make.13.2.6 Modify RDNThe input format for a MODIFY RDN request is as follows.MODRDNmsgid: <integer>[suffix: <dn>]+dn: <entrydn>newrdn: <rdn>deleteoldrdn: 0 | 1The deleteoldrdn parameter is a Boolean parameter (where 0 means false and 1means true).13.2.7 AddThe input format for an ADD request is as follows.ADDmsgid: <integer>[suffix: <dn>]+<entry>The <entry> parameter is a text representation of the entry to add in LDIF format,as described in Section 6.3.13.2.8 DeleteThe input format for a DELETE request is as follows.ADDmsgid: <integer>[suffix: <dn>]+dn: <entrydn>

7313.2.9 AbandonThe input format for an abandon operation is as follows.ABANDONmsgid: <integer>[suffix: <dn>]+For the abandon operation, the msgid parameter gives the message ID of theoperation to abandon.13.3 Output FormatThere are two possible results a SHELL backend command can produce: searchentries, and results. The format of each is described below.13.3.1 Search EntryThe format of a search entry is the LDIF format described in Section 6.3. Multipleentries can be given by separating the entries by blank lines. The ldif programdescribed in Section 8.2.6 can be very helpful in producing the LDIF formatrequired by the SHELL backend.13.3.2 ResultThe format of a result is as follows.RESULTcode: <integer>matched: <partialdn>info: <string>All of the parameters are optional and will be given default values if omitted. Ifsearch entries have been returned, the RESULT follows the last one, with a blankline preceding the RESULT.13.3.3 DebuggingASHELL backend command may produce debugging statements which may belogged but otherwise ignored by slapd. Any output line beginning with thecharacters "DEBUG:" will be treated as a debugging statement by slapd.This feature can be useful when trying to debug a problem with your SHELLbackend. If you turn on SHELL debugging in slapd (level 1024), it will loganything it reads from a SHELL backend, allowing you to see your backend’sdebugging statements easily.13.4 Exit StatusSHELL backend commands should be mindful of their exit status. This status isexamined by the invoking slapd to determine whether the command succeeded ornot. This can be important for a number of reasons.

741.For modify operations, the exit status determines whether the modificationshould be logged and sent out to replicas or not.2.For bind operations, the exit status determines whether the bind wassuccessful, and therefore whether the DN given should be trusted on futureaccess control decisions.An exit status of zero indicates the command was successful. A non-zero exit statusindicates the command was not successful.Note that on a bind operation, a zero exit status indicates that the DN given in thebind should be trusted on future access control decisions. This means that if, forexample, a NOAUTH bind (no password provided) succeeds, you should be surenot to return an exit status of zero.13.5 ExampleThe following example illustrates a simple use of the SHELL backend to provideLDAP access to the /etc/passwd file on a machine.13.5.1 Configuration fileOur example makes use of the following simple configuration file.referralldap://ldap.itd.umich.edudatabaseshellsuffix"o=university of michigan, c=us"search/usr/local/bin/searchexample.shThis configuration defines a single SHELL backend, for entries in the�o=University of Michigan, c=US� subtree. Requests involving anyother subtree will be sent to the LDAP server running on the hostldap.itd.umich.edu. Asearch operation will cause the command/usr/local/bin/searchexample.sh to be executed. Any other operationwill result in an �unwilling to perform� error being returned to the client.13.5.2 Search command shell scriptThe search command in our example is implemented by the following bourne shellscript. It assumes a very simple filter of the form (uid=login) where login is auser�s UNIX login. It extracts the login from the filter, does a simple grep for it inthe /etc/passwd file, and parses the resulting line (if any) using awk to pull outthe gecos field.Note that our simple example does no error checking, handles only very simplefilters, ignores the scope, sizelimit, timelimit and other parameters, andis meant for illustrative purposes only. Areal example should do more errorchecking and handle more situations.

751. #!/bin/sh2. while [ 1 ]; do3. read TAG VALUE4. if [ $? -ne 0 ]; then5. break6. fi7. case "$TAG" in8. base:)9. BASE=$VALUE10. ;;11. filter:)12. FILTER=$VALUE13. ;;14. esac15. done16. LOGIN=‘echo $FILTER | sed -e ’s/.*=\(.*\))/\1/’‘17. PWLINE=‘grep -i "^$LOGIN" /etc/passwd‘18. if [ $? = 0 ]; then19. echo "DEBUG: passwd line is $PWLINE"20. echo $PWLINE | awk -F: ’{21. printf("dn: cn=%s,%s\n", $1, base);22. printf("cn: %s\n", $1);23. printf("cn: %s\n", $5);24. printf("sn: %s\n", $1);25. printf("uid: %s\n", $1);26. }’ base="$BASE"27. echo ""28. fi29. echo "RESULT"30. echo "code: 0"31. exit 0The line numbers are for illustrative purposes only and do not appear in the actualfile.Note the debugging statement on line 19. The output from this statement is ignoredby slapd because of the DEBUG: prefix, unless debugging is turned on, in whichcase it may be logged (depending on the debugging level) but will otherwise notaffect the search results sent.

7614. Appendix C: Distributed Indexing with centipedecentipede is the LDAP centroid index generation and maintenance program. Youcan use it to extract centroid or other index information from one LDAP server andinstall it in another. Although index information can be extracted from any LDAPserver, only a slapd LDAP server will understand the information and thus becapable of making use of it as indexing information (i.e., you should only attemptto install index information in a slapd LDAP server). centipede is very experimentalat the moment, so use it at your own risk.Why would you want to do this? If you want to support searches whose scopecannot be easily restricted using the LDAP namespace, centipede can make thesesearches efficient. For example, what if you are looking for Babs Jensen, but youdon’t know what company she works for, or even what state she’s in. All youknow is that she is a US resident. A search of the entire c=US subtree may be whatyou want to do, but that’s potentially very expensive since it involves contactingevery server in the US. With centipede, an indexing slapd can use the indexinformation centipede provides to prune the search space of servers, only referringthe client to servers likely to have information on Babs. Or, you might want tocreate a special index area in your LDAP tree that collects centipede informationfrom other servers based on some entirely different criteria not related to thehierarchy of the LDAP namespace.The general form of a centipede command is as follows.ETCDIR/centipede [-f filter] [-F] [-R] [-f filter][-t directory] [-m authmethod] [-b binddn][-p passwd] [-c cachesize]-s sourceurl-d desturlattributesThe options have the following meanings.-vTurn on verbose mode. This option can be given multiple times to increasethe level of verbosity.-nDo not actually install index information. Useful in conjunction with -v forseeing what centipede is up to.-f ldapfilterSpecify a filter used to select the entries for which to generate indexinginformation. ldapfilter should be a string LDAP filter as described byRFC 1588.-FGenerate full, as opposed to relative, index information.

77-RGenerate relative, as opposed to full, index information. Full information isstill generated if there is no previous information available from which togenerate the relative information. This is the default.-t directorySpecify the directory in which to create temporary files, find existing indexinformation, and put new index information. The default is whatever is usedby tempnam(3).-b binddnSpecify the DN to authenticate with when extracting index information.-p passwdSpecify the password to use for simple authentication when extracting indexinformation.-m authmethodSpecify the authentication method to use when extracting index information.authmethod should be either "simple" or "kerberos".-B binddnSpecify the DN to authenticate with when installing index information.-P passwdSpecify the password to use for simple authentication when installing indexinformation.-M authmethodSpecify the authentication method to use when installing index information.authmethod should be either "simple" or "kerberos".-c cachesizeSpecify the size in bytes of the cache used when building the new indexinformation. Upping this number can cause a big performance boost, ifyou’ve got the memory for it.14.1 An ExampleSuppose you are running an LDAP server on the host babs.com for anorganization called "BabsCo" based in the US, and you want to participate in thec=US indexing scheme described above by generating index information for thecn, sn and objectclass attributes in all the people entries in your subtree. Youwant to install the index informatioin in the indexing slapd running on the hostvertigo.rs.itd.umich.edu under the c=US entry. This way, when anLDAP client connects to the slapd on vertigo and does a subtree search ofc=US, slapd can consult the index information to tell whether it should refer theclient to your server or not. You could accomplish this with a command like this:

78$(ETCDIR)/centipede -f ’(objectclass=person)’-m simple -b <your-rootdn> -p <your-rootdnpw>-s "ldap://babs.com/o=BabsCo, c=US"-d "ldap://vertigo.rs.itd.umich.edu/c=US"cn sn objectclassNote the -b and -p options can be used to authenticate as an entity able to read allthe information you want.14.2 LimitationsThis is all very experimental at the moment, and is subject to change. The scheme isvery promising, but lots of stuff needs to be worked out, such as how clientsdiscover indexing servers, how indexing servers discover index sources, how bestto maintain the information, etc.Currently, centipede only handles value-based index information. Afuture versionof centipede will allow other types of index information to be manipulated (e.g.,word-based indexes, substring indexes, phonetic indexes, hash indexes, etc.). Afuture version may also allow weights to be generated for the index values.Finally, centipede works strictly over LDAP at the moment. If and when theCommon Indexing Protocol develops, centipede may change to use CIP instead.

7915. Appendix D:Using Kerberos authentication withslapd and slurpd.Slapd and slurpd both support authentication using MIT’s Kerberos 4 system,which is supported in the LDAP protocol as a stronger form of authentication thansimple (clear-text password) authentication. This appendix describes how toconfigure slapd and slurpd to support Kerberos 4 authentication, and how to linkKerberos identities to directory entries. Note that some LDAP clients do notsupport Kerberos authentication.15.1 Build the U-M LDAP Package with Kerberos Support EnabledBy default, Kerberos support is not included when you build slapd and slurpd aspart of the U-M LDAP package. You will need to edit the Make-common file toenable Kerberos before you make the software. See section 4 above forinstructions on building the LDAP package.15.2 Using Kerberos with slapdFollow these steps to configure slapd for Kerberos authentication.15.2.1 Obtain a srvtab File for Your slapd ServerYou will need to add your slapd server to your realm’s Kerberos server and extractan appropriate srvtab (service key) file. This is typically done using MIT’skdb_edit and ext_srvtab utilities, and must be done by someone who has privilegedaccess to the Kerberos database (the Kerberos administrator).You will actually want to add two Kerberos entries for each slapd server: one witha name portion of ldapserver and one with a name portion of x500dsa. Thesecond one is necessary because most LDAP clients that use Kerberos have no wayof knowing that they are connected to a server that is not back-ended by an X.500DSA, so they will try to authenticate in two steps, first using to the LDAP serverand then to the X.500 DSA. slapd will ignore the second authentication step, butthe LDAP clients will be unhappy if the x500dsa principal does not exist.The instance portion of both principals needs to match the first part of the real nameof the host on which you run slapd. LDAP clients will determine the real name ofthe slapd host by performing a reverse (gethostbyaddr-style or �in-addr.arpa�) Domain Name Service lookup on the IP address of the slapd host,and then they will use the part to the left of the first dot (.) as the Kerberos instancename for the server.For example, if an LDAP client is told to connect to the server on the host�d.rs.itd.umich.edu�, it will perform a forward (gethostbyname-style) DNSlookup and open a TCP LDAP connection to IP address 141.211.164.2 port 389.When doing Kerberos authentication, it will look up the hostname using the IPaddress and see that the real host name is terminator.rs.itd.umich.edu.Thus the Kerberos tickets (shown in name.instance@realm format) that theclient will obtain and pass to slapd will be:

80ldapserver.terminator@umich.eduandx500dsa.terminator@umich.edu(assuming that �umich.edu� is your Kerberos realm). Both of these principalsneed to be added to the �umich.edu� Kerberos database, and a srvtab file wouldneed to be extracted that contains their service keys.15.2.2 Install the srvtab File and Tell slapd Where It IsPlace the srvtab file on the machine where you are going to run slapd and add a�srvtab� line to the slapd configuration file. The srvtab config. file optionsimply contains the full path to the �ldapserver/x500dsa� service key fileobtained in the previous step (the default is /etc/srvtab if no srvtab option isspecified). For example, assuming the srvtab is in a file called/etc/slapd.srvtab, this would be an appropriate slapd config. file line:srvtab/etc/slapd.srvtabIf slapd is already running, you will need to kill and restart it to have slapdrecognize the new option.15.2.3 Add Kerberos Names to Entries to Enable AuthenticationTo authenticate as an entry in the directory using Kerbeors, the entry must containone or more krbName (Kerberos Name) attributes that associate a Kerberosidentity with the entry. Each krbName value should be a string of the form:principal.instance@realm(the instance part is optional). For example, to allow the principal �bjensen� inthe �umich.edu� Kerberos realm to authenticate to slapd as the entry �cn=BabsJensen, o=University of Michigan, c=US�, you could use theldapmodify(1) tool (or another LDAP client) to add a krbName attribute to herentry that has the string value �bjensen@umich.edu�. To do this, first youwould first create a file called /tmp/modify with the contents:cn=Babs Jensen, o=University of Michigan, c=USkrbName=bjensen@umich.eduand then use a command like this to actually make the change:ldapmodify -f /tmp/modify -D "cn=Manager, o=University ofMichigan, c=US" -w secretNote that the above command assumes that you have set rootdn to�cn=Manager, o=University of Michigan, c=US� and rootpw to�secret� in your slapd configuration file.You should now be able to authenticate to slapd as Bab’s entry using Kerberos.For example, the following commands will authenticate using Kerberos andperform a search for all entries that have a surname of �Smith� while bound as

81Babs’ entry and retrieve the commonName of each entry (text you would type iswhown in bold):kinit bjensenUniversity of Michigan (terminator.rs.itd.umich.edu)Kerberos Initialization for "bjensen"Password:secretldapsearch -k -D " cn=Babs Jensen, o=University ofMichigan, c=US" sn=smith cn15.2.4 Associate a Kerberos Name with the �rootdn� (optional)If you want to use Kerberos to authenticate as the slapd rootdn (the special DNthat is not subject to access control or administrative limits), you should add arootkrbname directive to the slapd config. file. For example, if bjensenshould have the ability to authenticate as the rootdn when she authenticates toKerberos using an instance of "admin", you would include a line like this in theslapd config. file:rootkrbnamebjensen.admin@umich.edu15.3 Using Kerberos With slurpdSlurpd (the replication daemon) is capable of using Kerberos authentication whenauthenticating to the slave slapds that it is configured to serve. To enable thisfeature, follow these steps:15.3.1 Obtain a srvtab File for Your slurpd ServerCreate a Kerberos principal entry in your realm’s Kerberos database for slurpd.The name and instance can be anything you like (unlike the �ldapserver� and�x500dsa� principals you must use for slapd). You will need to obtain and installa srvtab file that contains this slurpd Kerberos key (install it on the machine whereslurpd will run). As mentioned above, you will need to contact your Kerberosadministrator to get this file. For the examples that follow, we will assume that youhave added a Kerberos database entry and obtained a srvtab file for the principal:slurpd.terminator@umich.edu and installed it in a file called/etc/slurpd.srvtab15.3.2 Configure the slapd Slaves to Accept Kerberos AuthenticationEach slapd slave must be compiled and configured to support Kerberosauthentication (as discussed previously). In addition, the updatedn used byslurpd to authenticate when sending updates to the slaves must have a KerberosName associated with it that matches the slurpd srvtab file obtained in the previousstep. This can be done as for any other entry simply by adding the appropriatekrbName attribute value to the updatedn entry in slapd. If you happen to beusing the rootdn as the updatedn, then you can just include an appropriaterootkrbname directive in the slapd config. file, e.g.,

82rootkrbnameslurpd.terminator@umich.edu15.3.3 Configure slurpd to Use Kerberos When Connecting to the SlavesYou need to use a bindmethod of kerberos and specify the path to anappropriate srvtab file within the replica configuration file options. You willalso need to specify the path to the srvtab file. E.g.,replicahost=slave1.umich.edu"binddn=cn=Manager, o=University of Michigan, c=US"bindmethod=kerberossrvtab=/etc/slurpd.srvtabDon’t forget to restart both slurpd and the slapd slaves after making changes to theconfig. file(s).